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I A S S E N T

S a r ita  F r a n c is
G o v e r n o r  (A g .)

D A T E : 1 6 .1 2 .2 0 0 9

M  O  N  T  S  E  R  R  A  T  

N O . 7  O F  2 0 0 9

A n A ct to establish the legal principles applicable to the conduct of
ELECTRONIC COMMERCE AND THE PROCESSING, VERIFICATION AND ATTRIBUTION OF 
ELECTRONIC RECORDS; TO PROVIDE FOR THE APPROVAL, REGISTRATION AND 
LIABILITIES OF SERVICE PROVIDERS; TO ESTABLISH A SYSTEM FOR THE REGULATION 
OF PROCESSORS OF PERSONAL DATA; AND FOR INCIDENTAL AND CONNECTED 
PURPOSES.

B E  IT  E N A C T E D  b y  th e  Q u e e n ’s M o s t  E x c e lle n t  M a je s ty , b y  and  w ith  th e  
a d v ic e  and  c o n se n t  o f  th e  L e g is la t iv e  C o u n c il o f  M o n tserra t and  b y  th e  A u th o r ity  
o f  th e  sa m e  as fo l lo w s : —

P A R T  1

P R E L IM IN A R Y

S h o r t  t it le
1. T h is  A c t  m a y  b e  c ite d  as th e  E le c tr o n ic  T ra n sa c tio n s  A c t  2 0 0 9 .

I n te r p r e t a t io n
2 . In th is  A c t—

“ a d d r e s s e e ” , in  re la tio n  to  an e le c tr o n ic  record , m e a n s  a p e rso n  w h o  is  in ten d ed  
b y  th e  o r ig in a to r  to  r e c e iv e  th e  e le c tr o n ic  record , b u t d o e s  n o t  in c lu d e  a 
p e rso n  a c tin g  as an in term ed ia ry  w ith  r e sp e c t  to  th at e le c tr o n ic  record;
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“ c e r t i f i c a t e ”  means an electronic record which purports to identify a person or 
entity who, at the time of creation of that record controls a particular 
signature device;

“ d a t a  c o n t r o l le r ”  means a person who, either alone or jointly or in common with 
other persons, determines the purposes for which and the manner in which 
any personal data is, or is to be, stored, altered, transmitted, distributed, or 
otherwise processed;

“ d a t a  p r o c e s s o r ”  means a person who processes personal data on behalf o f a data 
controller;

“ d e l iv e r ”  includes give, serve and file;
“ e - c o m m e r c e  s e r v ic e  p r o v id e r ”  means a person who uses electronic means in 

providing real or personal property, services or information;
“ e le c t r o n ic ”  means (relating to technology) having electrical, magnetic, optical, 

electromagnetic, or similar capabilities, whether digital, analogue or 
otherwise;

“ e le c t r o n ic  a g e n t ”  means a program, or other electronic or automated means, 
configured and enabled by a person, that is used to initiate or respond to an 
electronic record or event in whole or in part, without review by an 
individual;

“ e le c t r o n ic  c o m m e r c e ”  means the type o f business engaged in by e-commerce 
service providers;

“ e le c t r o n ic  r e c o r d ” means a record processed and maintained by electronic 
means;

“ e le c t r o n ic  s ig n a t u r e ”  means an electronic sound, symbol, or process attached to 
or logically associated with an electronic record and executed or adopted 
by a person with the intent to sign the electronic record;

“ in f o r m a t io n ”  includes electronic records, data, text, images, sounds, codes, 
computer programs, software and databases;

“ in f o r m a t io n  p r o c e s s in g  s y s t e m ” means an electronic system for generating, 
sending, receiving, storing or otherwise processing information;

“ in f o r m a t io n  s e c u r it y  s e r v ic e ”  and “ in f o r m a t io n  s e c u r it y  p r o c e d u r e ”  includes 
a service or procedure which is provided to an originator, intermediary or 
recipient o f an electronic record, and which is designed to—

(a) secure that that record can be accessed, or can be put into an
intelligible form, only by certain persons; or

(b) secure that—
(i) the authenticity;

(ii) the time of processing; or
(iii) the integrity,

o f such a record is capable o f being ascertained;
“ in t e r m e d ia r y ” , with respect to an electronic record, means a person who sends, 

receives, stores, processes or provides other services with respect to that 
electronic record for another person;

“ M in is t e r ”  means the Minister responsible for commerce;
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“ o r ig in a t o r ” , in relation to an electronic record, means a person who—
(a) sends an electronic record;
(b) instructs another to send an electronic record on his behalf; or
(c) has an electronic record sent by his electronic agent, but does not 

include—
(i) a person who sends an electronic record on the instructions of 

another; or
(ii) a person acting as an intermediary with respect to that 

electronic record;
“ p e r s o n a l  d a t a ”  means data which relate to a person who can be identified—

(a) from those data; or
(b) from those data and other information which is in the possession of, 

or is likely to come into the possession of, the data controller,
and includes any expression of opinion about that person and any 
indication o f the intentions o f the data controller or any other person in 
respect o f that person;

“ p r e s c r ib e d ”  means prescribed in Regulations made by the Governor in Council;
“ p r o c e s s ” , in relation to an electronic record, means the creation, generation, 

sending, transmitting, receiving, storing, communicating, modifying or 
displaying o f the record;

“ r e c o r d ”  means information that is inscribed, stored or otherwise maintained on a 
tangible medium or that is stored in an electronic or any other medium and 
is accessible in a perceivable form;

“ s ig n a tu r e  d e v ic e ”  means unique data or a uniquely configured physical device, 
which is used by the signatory for the purposes o f creating an electronic 
signature;

“ t r a n s a c t io n ”  means a transaction whether or not for consideration and whether 
or not o f a commercial nature.

PART 2
Le g a l  Re q u ir e m e n t s  Re s p e c t in g  El e c t r o n ic  Re c o r d s

L e g a l  r e c o g n it io n  o f  e le c t r o n ic  r e c o r d
3 . Information shall not be denied legal effect or validity solely on the ground 

that it is—
(a) in the form of an electronic record; or
(b) referred to but not contained in an electronic record that purports to 

give rise to such legal effect.
W r it in g

4 . (1 )  Where a document, record or information is required or permitted by 
any statutory provision or rule o f law or by contract or deed to be in writing, or is
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described as being written, that requirement, permission or description may be 
met by information in the form of an electronic record.

(2 )  Subsection (1) shall apply if  the requirement for the document, record 
or information to be in writing is in the form of an obligation or if the statutory 
provision or rule o f law or contract or deed provides consequences if  it is not in 
writing.
D e l iv e r y

5 . (1 )  Where a document, record or information is required or permitted by 
any statutory provision or rule o f law or by contract or deed to be delivered or 
sent to a person, that requirement or permission may be met by delivery o f it in 
the form of an electronic record if—

(a) the format o f the electronic record and the means o f delivery is 
acceptable to the parties; and

(b) where the originator o f the electronic record states that the receipt 
of the electronic record is to be acknowledged, the addressee has 
knowingly acknowledged the receipt.

(2 )  Subsection (1) applies whether or not the requirement for delivery or 
sending is in the form of an obligation or whether or not the statutory provision, 
rule o f law, contract or deed provides consequences for the document, record or 
information not being delivered or sent.
O r ig in a l  fo r m
6 . (1 )  (a) Where a statutory provision, rule o f law, contract or deed requires

conclusive evidence o f the original form of a document, record or 
information to be presented or retained, that requirement shall be 
met by the presentation or retention of an electronic record if  the 
document, record or information is accurately represented therein;

(b) Paragraph (a) shall apply if  the requirement for the presentation or 
retention of evidence o f the original form of document, record or 
information is in the form of an obligation or if  the statutory 
provision, rule o f law, contract or deed provides consequences if  
conclusive evidence o f the original form of document, record or 
information is not provided.

(2 )  (a) Where a statutory provision, rule o f law, contract or deed requires a 
document, record or information to be presented or retained in its 
original form and such document, record or information was first 
generated in its final form as an electronic record, that requirement 
shall be met by the presentation or retention of an electronic record 
if  the document, record or information is accurately represented 
therein;

(b) Paragraph (a) shall apply if  the requirement to present or retain the 
document, record or information in its original form is in the form 
of an obligation or if  the statutory provision, rule o f law, contract or 
deed provides consequences if  the original form of the document, 
record or information is not presented or retained.
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(3 )  F o r  th e  p u r p o se s  o f  s u b se c t io n s  (1 )  and  (2 )  th e  d o c u m e n t, reco rd  or  
in fo r m a tio n  is  a c cu ra te ly  rep resen ted  w h e r e  it  h a s rem a in ed  c o m p le te  and  
u n a ltered  fro m  th e  t im e  it  w a s  f ir st  g e n era ted  in  its  f in a l form , w h e th e r  as an  
e le c tr o n ic  reco rd  or o n  an y  o th er  m e d iu m , apart fro m  th e  a p p lic a tio n  o f  an  
in fo r m a tio n  secu r ity  p roced u re , or apart fr o m —

(a) th e  a d d itio n  o f  an en d o rsem en t; or
(b) an  im m a ter ia l ch an g e;

w h ic h  a r ise s  in  th e  n orm a l c o u r se  o f  c o m m u n ic a tio n , tran sla tio n , c o n v e r s io n , 
sto ra g e  or d isp la y .

R e t e n t io n  o f  r e c o r d s
7 . (1 )  W h e r e  d o c u m e n ts , reco rd s  or in fo r m a tio n  are req u ired  b y  an y  sta tu tory  

p r o v is io n  or ru le  o f  la w  or b y  con tract or b y  d e e d  to  b e  reta in ed , th at req u irem en t  
is  m e t  b y  re ta in in g  th em  in  th e  fo rm  o f  e le c tr o n ic  reco rd s i f —

(a) th e  in fo r m a tio n  c o n ta in e d  in  th e  e le c tr o n ic  reco rd  is  a c c e s s ib le  and  
c a p a b le  o f  re ten tio n  fo r  su b se q u e n t re feren ce;

(b) th e  e le c tr o n ic  record  is  reta in ed  in  th e  fo rm a t in  w h ic h  it w a s  
g en era ted , sen t  or r e c e iv e d , or in  a fo rm a t w h ic h  can  b e  
d em o n stra ted  to  rep resen t a c cu ra te ly  th e  d o c u m e n t, reco rd  or  
in fo r m a tio n  w h e n  it  w a s  g en era ted , sen t  or r e c e iv e d ;

(c )  an y  in fo r m a tio n  th at e n a b le s  th e  id e n tif ic a t io n  o f  th e  o r ig in  and  
d e s tin a tio n  o f  an e le c tr o n ic  reco rd  and  th e  d ate and  t im e  w h e n  it  
w a s  sen t and  r e c e iv e d  is  reta in ed ; and

(d )  ap p rop riate  s te p s  are ta k en  to  en su re  th e  secu r ity  o f  su ch  e le c tr o n ic  
reco rd s in  c o m p lia n c e  w ith  g u id e lin e s  w h ic h  m a y  b e  p rescr ib ed .

(2 )  A n  o b lig a tio n  to  reta in  d o c u m e n ts , reco rd s or in fo rm a tio n , in  
a cc o r d a n c e  w ith  su b se c tio n  (1 ) , d o e s  n o t  e x te n d  to  in fo r m a tio n  th e  s o le  p u rp o se  
o f  w h ic h  is  to  e n a b le  th e  m e s s a g e  to  b e  sen t or r e c e iv e d .

(3 )  A  p erso n  m a y  s a t is fy  th e  req u irem en t referred  to  in  su b se c tio n  (1 )  b y  
u s in g  th e  s e r v ic e s  o f  an o th er  p erso n , i f  th e  c o n d it io n s  se t o u t in  su b se c tio n  (1 )(a ) , 
(b ), ( c )  and  (d ) are m et.

R e c o r d s  a v a i la b le  fo r  in s p e c t io n
8 . W h e r e  d o c u m e n ts , reco rd s  or in fo r m a tio n  are req u ired  b y  an y  sta tu tory  

p r o v is io n  or ru le  o f  la w  or b y  co n tra ct or b y  d e e d  to  b e  m a d e  a v a ila b le  fo r  
in sp e c tio n , th at req u irem en t sh a ll b e  m e t  b y  m a k in g  su ch  d o c u m e n ts , reco rd s  or  
in fo r m a tio n  a v a ila b le  fo r  in sp e c t io n  in  p e r c e iv a b le  fo rm  as an e le c tr o n ic  record .

A d m is s ib i l i t y  o f  e le c t r o n ic  r e c o r d s
9 . In p r o c e e d in g s  in  a cou rt, tr ib u nal or arb itration , w h e th e r  o f  a le g a l, 

ju d ic ia l, q u a s i-ju d ic ia l or a d m in istra tiv e  nature, th e  a d m iss ib ili ty  o f  an e le c tr o n ic  
record  or an e le c tr o n ic  s ig n a tu re  in  e v id e n c e  sh a ll n o t  b e  d e n ie d  s o le ly  o n  th e  
g ro u n d s th at it  is  an e le c tr o n ic  reco rd  or an e le c tr o n ic  s ign a tu re.
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O th e r  r e q u ir e m e n ts
1 0 . (1 )  A  req u irem en t in  a la w  fo r  m u lt ip le  c o p ie s  o f  a d o c u m e n t to  b e  

su b m itted  to  a s in g le  a d d r e sse e  at th e  sa m e  t im e  is  sa t is f ie d  b y  th e  s u b m iss io n  o f  a 
s in g le  e le c tr o n ic  reco rd  th a t is  c a p a b le  o f  b e in g  rep ro d u ced  b y  that a d d ressee .

(2 )  A n  e x p r e s s io n  in  a la w , w h e th e r  u se d  as a n o u n  or v erb , in c lu d in g  th e  
term s “ d o c u m e n t” , “reco rd ” , “ f i l e ” , “ su b m it” , “ lo d g e ”, “ d e liv e r ” , “ is s u e ” , 
“p u b lish ” , “w r ite  in ” , “p rin t”  or w o r d s  or e x p r e s s io n s  o f  s im ila r  e f fe c t , m u st  b e  
in terp reted  to  in c lu d e  or p erm it su ch  form , fo rm a t or a c tio n  in  r e la tio n  to  an  
e le c tr o n ic  record  u n le s s  o th e r w ise  p r o v id e d  fo r  in  th is  A ct.

(3 )  W h e r e  a sea l is  req u ired  b y  la w  to  b e  a f f ix e d  to  a d o c u m e n t and  su ch  
la w  d o e s  n o t  p rescr ib e  th e  m e th o d  or fo rm  b y  w h ic h  su ch  d o c u m e n t m a y  b e  
se a le d  b y  e le c tr o n ic  m e a n s , th at req u irem en t is  m e t  i f  th e  d o c u m e n t in d ic a te s  that 
it  is  req u ired  to  b e  u n d er  sea l and  it  in c lu d e s  th e  e le c tr o n ic  s ig n a tu re  o f  th e  p erso n  
b y  w h o m  it is  req u ired  to  b e  sea led .

P A R T  3

Fo r m a t io n  a n d  Va l id it y  o f  Co n t r a c t s  

F o r m a t io n  a n d  v a l id i t y  o f  c o n tr a c t s
1 1 . (1 )  U n le s s  o th e r w ise  ag reed  b y  th e  p arties, in  th e  c o n te x t  o f  th e  fo rm a tio n  

o f  a con tract—
(a) an  offer;
(b) th e  a c c e p ta n c e  o f  an o ffer; and
(c )  th e  m e th o d  o f  p a y m e n t o f  an y  c o n s id e r a tio n  p ay ab le ;  

m a y  b e  e x p r e s se d  b y  an e le c tr o n ic  record .
(2 )  A s  b e tw e e n  th e  o r ig in a to r  and  th e  a d d r e sse e  o f  an e le c tr o n ic  record , a 

d ec la ra tio n  o f  in te n tio n  or o th er  sta tem en t sh a ll n o t  b e  d e n ie d  le g a l e f fe c t  or  
v a lid ity  s o le ly  o n  th e  g ro u n d  that it  is  in  th e  fo rm  o f  an e le c tr o n ic  record .

P A R T  4

Co m m u n ic a t io n  o f  El e c t r o n ic  Re c o r d s  

A t t r ib u t io n  o f  e le c t r o n ic  r e c o r d s
1 2 . (1 )  A n  e le c tr o n ic  reco rd  is  an o r ig in a to r  i f  it w a s  sen t b y  th e  or ig in a to r  

h im se lf .
(2 )  A s  b e tw e e n  th e  o r ig in a to r  and  th e  a d d ressee , an e le c tr o n ic  record  sh a ll 

b e  attr ib u tab le  to  th e  o r ig in a to r  i f  it  w a s  sen t—
(a) b y  a p erso n  w h o  h ad  b e e n  a u th o r ised  b y  th e  o r ig in a to r  to  sen d  th e  

e le c tr o n ic  record  o n  h is  b eh a lf;  or
(b) b y  th e  o r ig in a to r ’s e le c tr o n ic  agen t.
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(3 )  A s  b e tw e e n  th e  o r ig in a to r  and  th e  a d d ressee , an  a d d r e sse e  sh a ll b e  
en title d  to  attr ibute an e le c tr o n ic  record  to  th e  o r ig in a to r , and  to  act o n  that  
a ssu m p tio n , i f —

(a) in  ord er to  a scerta in  w h e th e r  th e  e le c tr o n ic  reco rd  w a s  th at o f  th e  
o r ig in a to r , th e  a d d r e sse e  p ro p er ly  a p p lied  a p ro ced u re  p r e v io u s ly  
ag reed  to  b y  th e  o r ig in a to r  fo r  that p u rp o se ;  or

(b) th e  e le c tr o n ic  reco rd  as r e c e iv e d  b y  th e  a d d r e sse e  r e su lted  fro m  th e  
a c t io n s  o f  a p e rso n  w h o s e  r e la tio n sh ip  w ith  th e  or ig in a to r , or w ith  
an y  a g e n t o f  th e  or ig in a to r , en a b le d  th at p e r so n  to  g a in  a c c e s s  to  a 
m e th o d  u se d  b y  th e  o r ig in a to r  to  id e n t ify  e le c tr o n ic  reco rd s as h is  
o w n .

(4 )  S u b se c t io n  (3 )  sh a ll n o t  a p p ly —
(a) as o f  th e  t im e  w h e n  th e  a d d r e sse e  h a s r e c e iv e d  n o t ic e  fro m  th e  

o r ig in a to r  th a t th e  e le c tr o n ic  reco rd  is  n o t  th at o f  th e  o r ig in a to r  and  
h ad  r e a so n a b le  t im e  to  act a c c o r d in g ly ;  or

(b) in  a c a s e  to  w h ic h  su b se c tio n  (3 )(b )  a p p lie s , at an y  t im e  w h e n  th e  
a d d r e sse e  k n e w  or sh o u ld  h a v e  k n o w n , h ad  h e  e x e r c ise d  r e a so n a b le  
care or u se d  an y  ag reed  p ro ced u re , th at th e  e le c tr o n ic  record  w a s  
n o t th at o f  th e  or ig in a to r .

(5 )  T h e  a d d r e sse e  sh a ll b e  e n tit le d  to  regard  ea c h  e le c tr o n ic  reco rd  r e c e iv e d  
as a sep ara te  e le c tr o n ic  reco rd  and  to  act o n  th at a ssu m p tio n , e x c e p t  to  th e  ex te n t  
th at it d u p lic a te s  an o th er  e le c tr o n ic  record  and  th e  a d d r e sse e  k n e w  or sh o u ld  h a v e  
k n o w n , h ad  h e  e x e r c ise d  r e a so n a b le  care  or u se d  an y  a g reed  p ro ced u re , th at th e  
e le c tr o n ic  record  w a s  a d u p lic a te .

E f f e c t  o f  c h a n g e  o r  e r r o r
1 3 . W h e n  a c h a n g e  or error o c c u r s  in  th e  tr a n sm iss io n  o f  an e le c tr o n ic  

rec o r d —
(a) i f  th e  o r ig in a to r  and  th e  a d d r e sse e  h a v e  ag reed  to  u s e  an  

in fo r m a tio n  secu r ity  p ro ced u re  in  r e sp e c t  o f  th e  e le c tr o n ic  record  
and  o n e  o f  th em  h a s c o n fo r m e d  to  th e  p ro ced u re , b u t th e  o th er  h as  
n ot, and  th e  n o n c o n fo r m in g  p e r so n  w o u ld  h a v e  d e te c te d  th e  ch a n g e  
or error h ad  h e  a ls o  c o n fo r m e d , th e  c o n fo r m in g  p erso n  m a y  a v o id  
th e  e f fe c t  o f  th e  c h a n g e d  or erro n eo u s  e le c tr o n ic  record;

(b) an  in d iv id u a l w h o  is  e ith er  th e  o r ig in a to r  or th e  a d d r e sse e  o f  an  
e le c tr o n ic  reco rd  m a y  a v o id  th e  e f fe c t  o f  th e  e le c tr o n ic  record  i f  th e  
error w a s  m a d e  b y  th e  in d iv id u a l in  d e a lin g  w ith  th e  e le c tr o n ic  
a g e n t o f  an o th er  p e r so n  i f  th e  e le c tr o n ic  a g e n t d id  n o t  p r o v id e  an  
op p o rtu n ity  fo r  th e  p r e v e n tio n  or c o rr ec tio n  o f  th e  error and, at th e  
t im e  th e  in d iv id u a l lea rn s o f  th e  error, th e  in d iv id u a l—
(i)  p ro m p tly  n o t if ie s  th e  o th er  p e rso n  o f  th e  error an d  th at h e  d id  

n o t in ten d  to  b e  b o u n d  b y  th e  e le c tr o n ic  reco rd  r e c e iv e d  b y  th e  
o th er  p erson ;

( i i )  ta k e s  r e a so n a b le  s tep s , in c lu d in g  s te p s  th at c o n fo r m  to  th e  o th er  
p erso n 's  r e a so n a b le  in stru c tio n s, to  return to  th e  o th er  p e r so n  or, 
i f  in stru cted  b y  th e  o th er  p erso n , to  d estr o y  th e  c o n s id e r a tio n  
r e c e iv e d , i f  an y , as a re su lt  o f  th e  erro n eo u s  e le c tr o n ic  record; 
and
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( i i i )  h a s n o t  u se d  or  r e c e iv e d  an y  b e n e f i t  or v a lu e  fro m  th e  
co n s id e r a tio n , i f  an y , r e c e iv e d  fro m  th e  o th er  p erson ; and

(c) i f  n e ith er  paragraph  (a ) n or  p aragraph  (b )  a p p lie s , th e  ch a n g e  or  
error sh a ll h a v e  th e  e f fe c t  p r o v id e d  b y  an y  o th er  la w  and  an y  
co n tra ct b e tw e e n  th e  o r ig in a to r  and  th e  a d d r e sse e .

A c k n o w le d g e m e n t  o f  r e c e ip t  o f  e le c t r o n ic  r e c o r d s
1 4 . (1 )  S u b se c t io n s  (2 ) , (3 )  and  (4 )  sh a ll a p p ly  w h e r e , o n  or b e fo r e  se n d in g  an  

e le c tr o n ic  record , or b y  m e a n s  o f  th a t e le c tr o n ic  record , th e  o r ig in a to r  h as  
r eq u ested  or a g reed  w ith  th e  a d d r e sse e  that r e c e ip t  o f  th e  e le c tr o n ic  record  b e  
a c k n o w le d g e d  b y  th e  a d d r e sse e .

(2 )  W h e r e  th e  o r ig in a to r  h a s n o t  a g reed  w ith  th e  a d d r e sse e  that th e  
a c k n o w le d g e m e n t  b e  g iv e n  in  a p articu lar  fo rm  or b y  a p articu lar  m e th o d , an  
a c k n o w le d g e m e n t  m a y  b e  g iv e n  b y —

(a) a c o m m u n ic a tio n  b y  th e  a d d r e sse e  to  th e  o r ig in a to r , a u to m a ted  or  
o th erw ise ; or

(b) c o n d u c t o f  th e  ad d ressee;
th at is  r e a so n a b ly  s u ff ic ie n t  to  in d ic a te  to  th e  o r ig in a to r  th at th e  e le c tr o n ic  record  
h a s b e e n  r e c e iv e d .

(3 )  W h e r e  th e  o r ig in a to r  h a s sta ted  th at an e le c tr o n ic  record  is  c o n d it io n a l 
o n  r e c e ip t  b y  h im  o f  an a c k n o w le d g e m e n t , th e  e le c tr o n ic  reco rd  sh a ll b e  
p resu m ed  n o t to  h a v e  b e e n  sen t u n til an a c k n o w le d g m e n t  h a s b e e n  r e c e iv e d  b y  
h im .

(4 )  W h e r e  th e  o r ig in a to r  h a s n o t  sta ted  th at th e  e le c tr o n ic  reco rd  is  
c o n d it io n a l o n  rec e ip t  o f  th e  a c k n o w le d g e m e n t, an d  th e  a c k n o w le d g e m e n t  h a s n o t  
b e e n  r e c e iv e d  b y  th e  o r ig in a to r  w ith in  th e  t im e  s p e c if ie d  or ag reed  or, i f  n o  t im e  
h a s b e e n  s p e c if ie d  or ag reed , w ith in  a re a so n a b le  t im e , th e  or ig in a to r—

(a) m a y  g iv e  n o t ic e  to  th e  a d d r e sse e —
(i)  s ta tin g  th at n o  a c k n o w le d g e m e n t  h a s b e e n  r e c e iv e d  and  th at th e  

e le c tr o n ic  record  is  to  b e  treated  as th o u g h  it  h ad  n e v e r  b e e n  
sent; or

( i i )  s p e c ify in g  a re a so n a b le  t im e  b y  w h ic h  th e  a c k n o w le d g e m e n t  
m u st b e  r e c e iv e d ; and

(b) i f  th e  a c k n o w le d g e m e n t  is  n o t  r e c e iv e d  w ith in  th e  t im e  s p e c if ie d  in
p aragraph  (a ), m a y , u p o n  n o t ic e  to  th e  a d d r e sse e —
(i)  treat th e  e le c tr o n ic  reco rd  as th o u g h  it  h ad  n e v e r  b e e n  sent; and

( i i)  e x e r c is e  an y  o th er  r ig h ts  th e  o r ig in a to r  m a y  h av e .
(5 )  W h e r e  th e  o r ig in a to r  r e c e iv e s  th e  a d d r e s se e ’s a c k n o w le d g e m e n t  o f  

rec e ip t  it  m a y  b e  p r e su m e d  th at th e  re la ted  e le c tr o n ic  record  h a s  b e e n  r e c e iv e d  b y  
th e  a d d r e sse e  b u t that p resu m p tio n  sh a ll n o t  im p ly  th at th e  e le c tr o n ic  record  
r e c e iv e d  c o rr esp o n d s to  th e  e le c tr o n ic  record  as sen t.

(6 )  W h e r e  th e  a d d r e s se e ’s r e c e iv e d  a c k n o w le d g m e n t  sta tes  th at th e  re la ted  
e le c tr o n ic  record  m e t  te c h n ic a l req u irem en ts  th at th e  o r ig in a to r  and  th e  a d d r e sse e  
h a v e  a g reed  sh o u ld  b e  m et, it  sh a ll b e  p resu m ed  that th e  req u irem en ts  h a v e  b e e n  
m et.
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(7 )  E x c e p t  in  so  far as it  r e la te s  to  th e  se n d in g  or r e c e ip t  o f  an e le c tr o n ic  
record , th is  se c t io n  sh a ll n o t  a ffe c t  th e  le g a l or eq u ita b le  c o n s e q u e n c e s  th at m a y  
f lo w  e ith er  fro m  th at e le c tr o n ic  reco rd  or fro m  th e  a c k n o w le d g e m e n t  o f  its  
r e c e ip t .

T im e  a n d  p la c e  o f  s e n d in g  a n d  r e c e ip t  o f  e le c t r o n ic  r e c o r d s
1 5 . (1 )  A n  e le c tr o n ic  reco rd  w h ic h  is  tra n sm itted  b y  e le c tr o n ic  m e a n s  is  se n t  at 

th e  t im e  it  en ters an in fo rm a tio n  p r o c e s s in g  sy s te m  o u ts id e  th e  co n tro l o f  th e  
o r ig in a to r , h is  a g en t, h is  e le c tr o n ic  a g e n t or h is  a g e n t’ s e le c tr o n ic  agen t.

(2 )  A n  e le c tr o n ic  reco rd  w h ic h  is  tra n sm itted  b y  e le c tr o n ic  m e a n s  is  
r e c e iv e d —

(a) in  th e  c a se  w h e r e  th e  a d d r e sse e  h a s d e s ig n a te d  an in fo rm a tio n  
p r o c e s s in g  sy s te m  fo r  th e  p u rp o se  o f  r e c e iv in g  an e le c tr o n ic  
record —
( i )  at th e  t im e  w h e n  th e  e le c tr o n ic  record  en ters th e  d e s ig n a te d  

in fo r m a tio n  p r o c e s s in g  sy s te m ; or
( i i )  i f  th e  e le c tr o n ic  reco rd  is  sen t  to  an in fo r m a tio n  p r o c e s s in g  

sy s te m  o f  th e  a d d r e sse e  th a t is  n o t  th e  d e s ig n a te d  in fo rm a tio n  
p r o c e s s in g  sy s te m , at th e  t im e  w h e n  th e  e le c tr o n ic  record  is  
re tr iev ed  b y  th e  a d d r e sse e ;  or

(b) in  th e  c a se  w h e r e  th e  a d d r e sse e  h a s n o t  d e s ig n a te d  an in fo rm a tio n  
p r o c e s s in g  sy s te m , at th e  t im e  w h e n  th e  e le c tr o n ic  reco rd  en ters  an  
in fo r m a tio n  p r o c e s s in g  sy s te m  o f  th e  a d d r e sse e  or is  o th e r w ise  
retr iev ed  b y  th e  a d d r e sse e .

(3 )  S u b se c t io n  (2 )  sh a ll a p p ly  n o tw ith s ta n d in g  th at th e  p la c e  w h e r e  th e  
in fo r m a tio n  p r o c e s s in g  sy s te m  is  lo c a te d  m a y  b e  d ifferen t fro m  th e  p la c e  w h e r e  
th e  e le c tr o n ic  reco rd  is  d e e m e d  to  b e  r e c e iv e d  u n d er  su b se c tio n  (4 ).

(4 )  S u b jec t to  su b se c tio n  (6 ) , an e le c tr o n ic  record  sh a ll b e  d e e m e d  to  h a v e  
b e e n  sen t at th e  p la c e  w h e r e  th e  o r ig in a to r  or h is  a g en t h a s h is  p la c e  o f  b u s in e s s , 
and  sh a ll b e  d e e m e d  to  h a v e  b e e n  r e c e iv e d  at th e  p la c e  w h e r e  th e  a d d r e sse e  or h is  
a g en t h a s  h is  p la c e  o f  b u s in e ss .

(5 )  F o r  th e  p u r p o se s  o f  su b se c tio n  (4 ) , i f  th e  o r ig in a to r  or th e  a d d r e sse e  h as  
m o r e  th an  o n e  p la c e  o f  b u s in e s s , h is  p la c e  o f  b u s in e s s  i s —

(a) th at p la c e  o f  b u s in e s s  w h ic h  h a s th e  c lo s e s t  r e la tio n sh ip  to  th e  
tra n sa c tio n  to  w h ic h  th e  e le c tr o n ic  reco rd  re la te s; or

(b) w h e r e  th ere  is  n o  tra n sa c tio n  to  w h ic h  th e  e le c tr o n ic  record  
r e la te s—
(i)  i f  h e  is  a b o d y  corp o ra te  or a reg is te r e d  p artn ersh ip , h is  

reg is te r e d  o f f ic e ,  or
( i i )  in  an y  o th er  c a se , h is  p r in c ip a l p la c e  o f  b u s in e ss .

(6 )  W h e r e  th e  o r ig in a to r  or th e  a d d r e sse e  o f  an e le c tr o n ic  reco rd  d o e s  n o t  
h a v e  a p la c e  o f  b u s in e s s , or th e  e le c tr o n ic  reco rd  d o e s  n o t  re la te  to  th e  o r ig in a to r ’s 
b u s in e s s , th e  e le c tr o n ic  reco rd  sh a ll b e  d e e m e d  to  h a v e  b e e n  sen t or r e c e iv e d —

(a) i f  it  is  a c o m p a n y , w h e th e r  e s ta b lish e d  in  M o n tserra t or in  an y  o th er  
ju r isd ic t io n , at its  reg is te r e d  o f f ic e ;  or

(b) in  an y  o th er  c a se , at th e  p la c e  w h e r e  h e  ord in a r ily  r e s id es .
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P A R T  5

El e c t r o n ic  Sig n a t u r e s  

E q u a l  t r e a t m e n t  o f  s ig n a tu r e s
1 6 . E x c e p t  as p r o v id e d  in  se c t io n  17, th e  p r o v is io n s  o f  th is  la w  sh a ll n o t  b e  

a p p lied  so  a s  to  e x c lu d e , restr ict, or d e p r iv e  o f  le g a l e f fe c t , an y  m e th o d  o f  crea tin g  
an e le c tr o n ic  s ig n a tu re  w h ic h —

(a) s a t is f ie s  th e  req u irem en ts  o f  se c t io n  17 (1 );  or
(b) o th e r w ise  m e e ts  th e  req u irem en ts  o f  an a p p lic a b le  sta tu tory  

p r o v is io n , ru le  o f  la w , co n tra ct or d eed .

C o m p lia n c e  w i t h  a  r e q u ir e m e n t  f o r  a  s ig n a tu r e
1 7 . (1 )  W h e r e  th e  s ig n a tu re  o f  a p e rso n  is  req u ired  b y  a sta tu tory  p r o v is io n ,  

ru le  o f  la w , con tract or d eed , th at req u irem en t sh a ll b e  m e t  in  re la tio n  to  an  
e le c tr o n ic  record  i f  an e le c tr o n ic  s ig n a tu re  is  u se d  that is  as r e lia b le  as w a s  
ap p rop riate  fo r  th e  p u r p o se  fo r  w h ic h  th e  e le c tr o n ic  reco rd  w a s  g e n era ted  or  
c o m m u n ic a te d , in  all th e  c ir c u m sta n c e s , in c lu d in g  an y  re le v a n t ag reem en ts .

(2 )  S u b se c t io n  (1 )  a p p lie s  w h e th e r  th e  req u irem en t fo r  a s ig n a tu re  is  in  th e  
fo rm  o f  an o b lig a tio n  or th e  sta tu tory  p r o v is io n , ru le  o f  la w , co n tra ct or d eed  
p r o v id e s  c o n s e q u e n c e s  fo r  th e  a b se n c e  o f  a s ign a tu re.

(3 )  A n  e le c tr o n ic  s ig n a tu re  sh a ll b e  r e lia b le  fo r  th e  p u rp o se  o f  sa t is fy in g  
th e  req u irem en t referred  to  in  paragraph  (1 )  i f —

(a) th e  m e a n s  o f  crea tin g  th e  e le c tr o n ic  s ig n a tu re  is , w ith in  th e  c o n te x t  
in  w h ic h  it  is  u se d , lin k e d  to  th e  s ig n a to ry  and  to  n o  o th er  p erson ;

(b) th e  m e a n s  o f  crea tin g  th e  e le c tr o n ic  s ig n a tu re  w a s , at th e  t im e  o f  
s ig n in g , u n d er  th e  co n tro l o f  th e  s ig n a to ry  and  o f  n o  o th er  p erson ;

(c) an y  a ltera tion  to  th e  e le c tr o n ic  s ig n a tu re , m a d e  a fter th e  t im e  o f  
s ig n in g , is  d e tec ta b le ; and

(d) w h e r e  a p u rp o se  o f  th e  req u irem en t fo r  a s ig n a tu re  is  to  p r o v id e  
a ssu ra n ce  as to  th e  in te g r ity  o f  th e  in fo r m a tio n  to  w h ic h  it re la tes , 
an y  a ltera tion  m a d e  to  th at in fo r m a tio n  a fter  th e  t im e  o f  s ig n in g  is  
d etec ta b le .

(4 )  S u b se c t io n  (3 )  d o e s  n o t  l im it  th e  a b ility  o f  an y  p e r so n —
(a) to  e s ta b lish  in  an y  o th er  w a y , fo r  th e  p u rp o se  o f  sa t is fy in g  th e  

req u irem en t referred  to  in  su b -se c t io n  (1 ) , th e  r e lia b ility  o f  an  
e le c tr o n ic  s ign a tu re; or

(b) to  a d d u ce  e v id e n c e  o f  th e  n o n -r e lia b ility  o f  an e le c tr o n ic  s ign a tu re. 

D e t e r m in a t io n  o f  s ta n d a r d s
1 8 . T h e  G o v e r n o r  in  C o u n c il m a y  m a k e  r e g u la tio n s  p r e sc r ib in g  m e th o d s  w h ic h  

sa t is fy  th e  req u irem en ts  o f  s e c t io n  17.

C o n d u c t  o f  a  p e r s o n  r e ly in g  o n  a n  e le c t r o n ic  s ig n a tu r e
1 9 . A  p e rso n  r e ly in g  o n  an e le c tr o n ic  s ig n a tu re  sh a ll b ear  th e  le g a l  

c o n s e q u e n c e s  o f  h is  fa ilu re  to —
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(a) ta k e  r e a so n a b le  s tep s  to  v e r ify  th e  r e lia b ility  o f  an e le c tr o n ic  
sign atu re; or

(b) w h e r e  an e le c tr o n ic  s ig n a tu re  is  su p p o rted  b y  a ce r tif ic a te , tak e  
r e a so n a b le  s te p s  to —
(i)  v e r ify  th e  v a lid ity , su sp e n s io n  or r e v o c a t io n  o f  th e  c er tifica te , 

or
( i i)  o b se r v e  an y  lim ita tio n  w ith  r e sp e c t  to  th e  cer tifica te .

R e c o g n it io n  o f  f o r e ig n  c e r t i f ic a t e s  a n d  e le c t r o n ic  s ig n a tu r e s
2 0 . (1 )  In d e te r m in in g  w h eth er , or th e  e x te n t  to  w h ic h , a c e r t if ic a te  or an  

e le c tr o n ic  s ig n a tu re  is  le g a l ly  e f fe c t iv e , n o  regard  sh a ll b e  h ad  to  th e  p la c e  w h e r e  
th e  c e r tif ic a te  or th e  e le c tr o n ic  s ig n a tu re  w a s  is su e d , n or  to  th e  ju r isd ic tio n  in  
w h ic h  th e  is su e r  h ad  its  p la c e  o f  b u s in e ss .

(2 )  I f  th e  M in is te r  c o n s id e r s  that th e  p r a c tic e s  o f  a fo r e ig n  in fo r m a tio n  
secu r ity  se r v ic e  p r o v id er  p r o v id e  a le v e l  o f  r e lia b ility  at le a s t  e q u iv a le n t  to  th at  
req u ired  o f  in fo r m a tio n  secu r ity  se r v ic e  p r o v id ers  in  ord er th a t th e y  m a y  b e  
a p p ro v ed  u n d er  s e c t io n  2 3 , h e  m a y , b y  n o t ic e  p u b lish e d  in  th e  Gazette, r e c o g n ise  
c e r t if ic a te s  or c la s s e s  o f  c e r t if ic a te s  is s u e d  b y  th e  fo r e ig n  p r o v id er  as le g a l ly  
e q u iv a le n t  to  c e r t if ic a te s  is s u e d  b y  in fo r m a tio n  secu r ity  se r v ic e  p ro v id ers  
a p p ro v ed  u n d er  s e c t io n  2 3 .

(3 )  T h e  M in is te r  m a y , b y  n o t ic e  p u b lish e d  in  th e  G azette, r e c o g n is e  
e le c tr o n ic  s ig n a tu res  c o m p ly in g  w ith  th e  la w s  o f  a fo r e ig n  ju r isd ic tio n  re la tin g  to  
e le c tr o n ic  s ig n a tu res as le g a l ly  e q u iv a le n t  to  e le c tr o n ic  s ig n a tu res  is s u e d  b y  
in fo r m a tio n  secu r ity  se r v ic e  p ro v id ers  a p p ro v ed  u n d er  s e c t io n  2 3  i f  th e  la w s  o f  
th e  o th er  fo r e ig n  ju r isd ic t io n  req u ire  a le v e l  o f  r e lia b ility  at le a s t  e q u iv a le n t  to  that 
req u ired  fo r  su ch  e le c tr o n ic  s ig n a tu res  u n d er  th is  A ct.

(4 )  T h e  G o v e r n o r  in  C o u n c il m a y  m a k e  r e g u la tio n s  p resc r ib in g  th e  m atters  
to  b e  ta k en  in to  a c c o u n t b y  th e  M in is te r  w h e n  d e c id in g  w h e th e r  to  e x e r c is e  h is  
p o w e r s  u n d er  s u b se c tio n s  (2 )  and  (3 ).

(5 )  N o tw ith s ta n d in g  su b se c t io n s  (2 )  and  (3 ) , p arties  to  tra n sa c tio n s  m a y  
s p e c ify  th at a p articu lar  in fo r m a tio n  secu r ity  se r v ic e  p rov id er , c la s s  o f  
in fo r m a tio n  secu r ity  s e r v ic e  p ro v id ers  or c la s s  o f  c e r t if ic a te s  sh a ll b e  u se d  in  
c o n n e c t io n  w ith  m e s s a g e s  or e le c tr o n ic  s ig n a tu res  su b m itted  to  th em .

(6 )  W h ere , n o tw ith s ta n d in g  s u b se c tio n s  (2 )  and  (3 ) , th e  p arties  to  a 
tra n sa c tio n  a g ree  to  th e  u s e  o f  p articu lar  ty p e s  o f  e le c tr o n ic  s ig n a tu res  and  
c e r t if ic a te s , th a t a g r e e m e n t sh a ll b e  r e c o g n ise d  as s u ff ic ie n t  fo r  th e  p u r p o se s  o f  
th at tran saction .

N o t a r is a t io n  a n d  a c k n o w le d g m e n t
2 1 . W h e r e  in fo r m a tio n  or a s ig n a tu re , d o c u m e n t or record  is  req u ired  b y  a 

sta tu tory  p r o v is io n  or ru le  o f  la w , or b y  co n tra ct or d e e d , to  b e  n o tar ised , 
a c k n o w le d g e d , v e r if ie d , or m a d e  u n d er  oath , th e  req u irem en t sh a ll b e  sa t is f ie d  if, 
in  re la tio n  to  an e le c tr o n ic  s ig n a tu re , e le c tr o n ic  d o c u m e n t or e le c tr o n ic  record , th e  
e le c tr o n ic  s ig n a tu re  o f  th e  p e rso n  a u th o r ised  to  p erfo rm  th o se  acts, to g e th e r  w ith  
all o th er  in fo r m a tio n  req u ired  to  b e  in c lu d e d  b y  o th er  a p p lic a b le  la w , is  a ttach ed  
to  or lo g ic a l ly  a s so c ia te d  w ith  th e  e le c tr o n ic  s ig n a tu re , e le c tr o n ic  d o c u m e n t or  
e le c tr o n ic  record .
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P A R T  6

Information Security Service P roviders 

R e g is t e r  o f  a p p r o v e d  p r o v id e r s
2 2 . (1 )  T h e  M in is te r  m a y  e s ta b lish  and  m a in ta in  a reg is te r  o f  ap p ro v ed  

in fo r m a tio n  secu r ity  s e r v ic e s , and  o f  p r o v id ers  o f  su ch  se r v ic e s , w h ic h  sh a ll 
c o n ta in  p articu lars o f  e v e r y  p e rso n  w h o , or se r v ic e  w h ic h , is  fo r  th e  t im e  b e in g  
a p p ro v ed  u n d er  an y  arra n gem en ts  in  fo r c e  u n d er  se c t io n  2 3 .

(2 )  T h e  G o v e r n o r  in  c o u n c i l  m a y  m a k e  r e g u la t io n s  p resc r ib in g  th e  
p articu lars th at are to  b e  in c lu d e d  in  en tr ie s  in  th e  reg is te r  m a in ta in ed  u n d er  
su b se c tio n  (1 ) .

(3 )  T h e  M in is te r  sh a ll—
(a) a l lo w  p u b lic  in sp e c t io n  at a ll t im e s  o f  an e le c tr o n ic  c o p y  o f  th e  

reg ister ; and
(b) p u b lic is e  an y  w ith d ra w a l or m o d if ic a t io n  o f  an  ap p ro va l u n d er  

se c t io n  2 3 ;
in  a c c o r d a n c e  w ith  arra n gem en ts  p rescr ib ed .

A r r a n g e m e n t s  fo r  t h e  g r a n t  o f  a p p r o v a ls
2 3 . T h e  G o v e r n o r  in  C o u n c il m a y  m a k e  r e g u la tio n s  e n a b lin g  th e  M in is te r  to  

gran t a p p ro v a ls , w h e th e r  su b je c t  to  c o n d it io n s  or o th e r w ise , o n  p a y m e n t o f  a 
p rescr ib ed  fe e , to  p e r so n s  w h o —

(a) are p r o v id in g  in fo r m a tio n  secu r ity  s e r v ic e s  in  M o n tserra t or are 
p r o p o s in g  to  d o  so ;  and

(b) s e e k  ap p ro va l in  r e sp e c t  o f  an y  su ch  se r v ic e s  th at th e y  are  
p r o v id in g , or are p r o p o s in g  to  p ro v id e , w h e th e r  in  M o n tserra t or  
e lse w h e r e .

R e s t r ic t io n s  o n  d is c lo s u r e  o f  in f o r m a t io n
2 4 . (1 )  S u b jec t to  su b se c tio n  (2 ) , in fo r m a tio n  w h ic h —

(a) h a s b e e n  o b ta in ed  u n d er  or b y  v ir tu e  o f  th e  p r o v is io n s  o f  th is  Part; 
and

(b) r e la te s  to  th e  p r iv a te  a ffa irs  o f  an y  in d iv id u a l or to  an y  p articu lar  
b u s in e s s ;

sh a ll b e  d e e m e d  to  b e  c o n fid e n tia l in fo r m a tio n  fo r  th e  p u r p o se s  o f  th e  
C o n fid e n tia l In fo rm a tio n  A ct.

(2 )  S e c tio n  5 o f  th e  C o n fid e n tia l In fo rm a tio n  A c t  sh a ll n o t  a p p ly  to  an y  
d isc lo su r e  o f  in fo r m a tio n  w h ic h  is  m a d e —

(a) fo r  th e  p u rp o se  o f  fa c il ita t in g  th e  ca rry in g  o u t o f  an y  fu n c t io n s  
u n d er  th is  Part, or an y  p rescr ib ed  fu n c t io n s , o f  th e  M in ister;

(b) fo r  th e  p u rp o se  o f  fa c il ita t in g  th e  carry in g  o u t o f  p rescr ib ed  
fu n c t io n s  o f  an y  p r escr ib ed  p erson ;

(c) in  c o n n e c t io n  w ith  th e  in v e s t ig a t io n  b y  th e  p o l ic e  o f  a cr im in a l 
o f fe n c e  or fo r  th e  p u r p o se s  o f  an y  cr im in a l p r o c e e d in g s;  or
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(d) fo r  th e  p u r p o se s  o f  an y  c iv il  p r o c e e d in g s  w h ic h —
(i)  re la te  to  th e  p r o v is io n  o f  in fo r m a tio n  secu r ity  se r v ic e s , and

( i i)  are p r o c e e d in g s  to  w h ic h  a p e rso n  a p p ro v ed  in  a c c o r d a n c e  w ith  
arra n gem en ts  u n d er  se c t io n  2 3  is  a party.

(3 )  I f  in fo r m a tio n  is  d is c lo s e d  to  th e  p u b lic  in  c ir c u m sta n c e s  in  w h ic h  th e  
d isc lo su r e  d o e s  n o t  co n tr a v e n e  th e  C o n fid e n tia l In fo rm a tio n  A c t , th at A c t  sh all 
n o t p r ev en t its  fu rth er d isc lo su r e  b y  an y  p erson .

P r o v is io n  o f  in f o r m a t io n  s e c u r it y  s e r v ic e s
2 5 . (1 )  R e fe r e n c e s  in  th is  Part, to  th e  p r o v is io n  o f  an in fo r m a tio n  secu r ity  

se r v ic e  d o  n o t  in c lu d e  r e fe r e n c e s  to  th e  su p p ly  o f, or o f  an y  r igh t to  u se , c o m p u ter  
so ftw a r e  or c o m p u ter  h ard w are  u n le s s  th e  su p p ly  or th e  r igh t to  u s e  is  in tegra l to  
th e  p r o v is io n  o f  in fo r m a tio n  secu r ity  s e r v ic e s  w h ic h  d o  n o t c o n s is t  o f  su ch  a 
su p p ly  or r igh t to  u se .

(2 )  F o r  th e  p u r p o se s  o f  th is  P art in fo r m a tio n  secu r ity  s e r v ic e s  are p ro v id e d  
in  M o n tserra t i f  th e y  are p ro v id e d  fro m  p r e m ise s  in  M o n tserra t and—

(a) th e y  are p ro v id e d  to  a p e rso n  w h o  is  in  M o n tserra t w h e n  h e  m a k e s  
u s e  o f  th e  se r v ic e s ;  or

(b) th e y  are p r o v id e d  to  a p e r so n  w h o  m a k e s  u s e  o f  th e  s e r v ic e s  fo r  th e  
p u r p o se s  o f  a b u s in e s s  carr ied  o n  in  M o n tserra t or fro m  p r e m ise s  in  
M on tserra t.

C o n d u c t  o f  t h e  in f o r m a t io n  s e c u r i t y  s e r v ic e  p r o v id e r
2 6 . (1 )  A n  in fo rm a tio n  secu r ity  s e r v ic e  p r o v id er  sh a ll—

(a) act in  a c c o r d a n c e  w ith  th e  rep resen ta tio n s  it  m a k e s  w ith  r e sp e c t  to  
its  p o l ic ie s  and  p ractices;

(b) e x e r c is e  r e a so n a b le  care  to  en su re  th e  a c c u r a c y  an d  c o m p le te n e s s  o f  
all m ateria l rep resen ta tio n s  m a d e  b y  it—
(i)  th at are r e le v a n t to  a c e r tif ic a te  th ro u g h o u t its  l i f e  c y c le , or

( i i )  w h ic h  are in c lu d e d  in  a cer tifica te ;
(c) p r o v id e  r e a so n a b ly  a c c e s s ib le  m e a n s  w h ic h  e n a b le  a p e rso n  w h o  

r e lie s  o n  a c e r t if ic a te  to  a scerta in  fro m  a c e r t if ic a te —
(i)  th e  id e n tity  o f  th e  in fo r m a tio n  secu r ity  se r v ic e  p rov id er ,

( i i )  th at th e  p e rso n  w h o  is  id e n tif ie d  in  th e  c e r tif ic a te  h ad  con tro l o f  
th e  s ig n a tu re  d e v ic e  at th e  t im e  o f  s ig n in g ,

( i i i )  th at th e  s ig n a tu re  d e v ic e  w a s  o p era tio n a l o n  or b e fo r e  th e  d ate  
w h e n  th e  c e r t if ic a te  w a s  issu ed ;

(d )  p r o v id e  r e a so n a b ly  a c c e s s ib le  m e a n s  w h ic h  e n a b le  a p e rso n  w h o  
r e lie s  o n  a c e r t if ic a te  to  a scerta in , w h e r e  re lev a n t, fro m  th e  
c e r t if ic a te  or o th e r w ise —
(i)  th e  m e th o d  u se d  to  id e n t ify  th e  s ig n a tu re  d e v ic e  h o ld er ,

( i i )  an y  lim ita tio n  o n  th e  p u rp o se  or v a lu e  fo r  w h ic h  th e  s ign a tu re  
d e v ic e  or th e  c e r tif ic a te  m a y  b e  u sed ,
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( i i i )  th at th e  s ig n a tu re  d e v ic e  is  op era tio n a l and  h a s n o t  b e e n  
c o m p r o m ise d ,

( iv )  an y  lim ita tio n  o n  th e  s c o p e  or e x te n t  o f  lia b il ity  s tip u la ted  b y  
th e  in fo r m a tio n  secu r ity  se r v ic e  p rov id er ,

(v )  w h e th e r  m e a n s  e x is t  fo r  th e  s ig n a tu re  d e v ic e  h o ld e r  to  g iv e  
n o t ic e  th at a s ig n a tu re  d e v ic e  h a s b e e n  c o m p r o m ise d , and

(v i)  w h e th e r  a t im e ly  r e v o c a t io n  se r v ic e  is  o ffe r e d ;
(e) p r o v id e  a m e a n s  fo r  a s ig n a tu re  d e v ic e  h o ld e r  to  g iv e  n o t ic e  th at a 

sig n a tu re  d e v ic e  h a s b e e n  c o m p r o m ise d  and  en su re  th e  a v a ila b ility  
o f  a t im e ly  r e v o c a t io n  serv ice ;  and

(f) u t i l is e  tru stw o rth y  s y s te m s , p r o ced u res  and  h u m a n  r e so u r c e s  in  
p er fo r m in g  its  s e r v ic e s .

(2 )  A n  in fo r m a tio n  secu r ity  se r v ic e  p r o v id er  w h o  fa ils  to  c o m p ly  w ith  th e  
req u irem en ts  o f  su b se c tio n  (1 )—

(a) c o m m its  an o f fe n c e  and  is  l ia b le  o n  c o n v ic t io n  to  a f in e  o f  $ 1 0 ,0 0 0  
or to  im p r iso n m e n t fo r  a term  o f  6  m o n th s; and

(b) is  l ia b le  in  d a m a g e s  fo r  th e  lo s s  c a u se d  b y  th e  fa ilu r e  to  a p e rso n  
w h o  r e a so n a b ly  r e lied  o n  th e  in fo r m a tio n  secu r ity  se r v ic e .

C r i t e r ia  f o r  d e te r m in in g  t r u s t w o r th in e s s
2 7 . T h e  G o v e r n o r  in  C o u n c il m a y  m a k e  r e g u la tio n s  p resc r ib in g  th e  fa c to rs  to  

w h ic h  regard  sh a ll b e  h ad  in  d e te r m in in g  w h eth er , and  th e  e x te n t  to  w h ic h , 
sy s te m s , p r o ced u res  and  h u m an  r e so u r c e s  are tru stw o rth y  fo r  th e  p u r p o se s  o f  
se c t io n  2 6 (1 ) ( f ) .

C o n te n t s  o f  a  c e r t i f i c a t e
2 8 . T h e  G o v e r n o r  in  C o u n c il m a y  m a k e  r e g u la tio n s  p r e sc r ib in g  th e  m atters that 

sh a ll b e  s p e c if ie d  in  a cer tifica te .

C o n d u c t  o f  t h e  s ig n a tu r e  d e v ic e  h o ld e r
2 9 . A  s ig n a tu re  d e v ic e  h o ld e r  sh a ll—

(a) e x e r c is e  re a so n a b le  care  to  a v o id  u n a u th o r ised  u s e  o f  its  s ig n a tu re  
d e v ic e ;

(b) w ith o u t  u n d u e  d e la y , n o t ify  an y  p e r so n  w h o  m a y  r e a so n a b ly  b e  
e x p e c te d  b y  th e  s ig n a tu re  d e v ic e  h o ld e r  to  r e ly  on , or to  p r o v id e  
s e r v ic e s  in  su p p ort o f  th e  e le c tr o n ic  s ig n a tu re  i f —
(i)  th e  s ig n a tu re  d e v ic e  h o ld e r  k n o w s  th at th e  s ig n a tu re  d e v ic e  h as  

b e e n  co m p r o m ise d ; or
( i i)  th e  c ir c u m sta n c e s  k n o w n  to  th e  s ig n a tu re  d e v ic e  h o ld e r  g iv e  

r ise  to  a su b stan tia l r isk  th at th e  s ig n a tu re  d e v ic e  m a y  h a v e  
b e e n  co m p r o m ise d ; and

(c) w h e r e  a c e r tif ic a te  is  u se d  to  su p p ort th e  e le c tr o n ic  s ig n a tu re , 
e x e r c is e  re a so n a b le  care  to  en su re  th e  a c c u r a c y  and  c o m p le te n e s s  
o f  a ll m ateria l rep resen ta tio n s  m a d e  b y  th e  s ig n a tu re  d e v ic e  h o ld er , 
w h ic h  are r e le v a n t to  th e  c e r t if ic a te  th ro u g h o u t its  l i f e - c y c le ,  or  
w h ic h  are to  b e  in c lu d e d  in  th e  c er tifica te .
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P A R T  7

Intermediaries and  E - commerce Service P roviders

L ia b i l i t y  o f  in t e r m e d ia r ie s  o r  e - c o m m e r c e  s e r v ic e  p r o v id e r s
3 0 . (1 )  A n  in term ed ia ry  or e -c o m m e r c e  se r v ic e  p r o v id er  m a y  n o t b e  su b je c t  to  

an y  c iv il  or cr im in a l lia b il ity  in  r e sp e c t  o f  an y  in fo r m a tio n  c o n ta in e d  in  an  
e le c tr o n ic  reco rd  in  r e sp e c t  o f  w h ic h  th e  in term ed ia ry  p r o v id e s  se r v ic e s , i f  th e  
in term ed ia ry  w a s  n o t  th e  o r ig in a to r  o f  th e  reco rd  and  h e —

(a) h a s n o  actu al k n o w le d g e  th at th e  in fo r m a tio n  g iv e s  r ise  to  c iv il  or  
cr im in a l lia b ility ;

(b) is  n o t  aw are  o f  an y  fa c ts  or c ir c u m sta n c e s  fro m  w h ic h  th e  
l ik e lih o o d  o f  c iv il  or cr im in a l lia b il ity  in  r e sp e c t  o f  th e  in fo rm a tio n  
o u g h t r e a so n a b ly  to  h a v e  b e e n  k n o w n , or

(c) f o l lo w s  th e  p ro ced u re  se t  o u t in  se c t io n  31  i f  th e  in term ed ia ry  or e -  
c o m m e r c e  se r v ic e  p ro v id er—
(i)  a cq u ires  k n o w le d g e  th at th e  in fo r m a tio n  g iv e s  r ise  to  cr im in a l 

lia b ility , or
( i i )  b e c o m e s  aw are  o f  fa c ts  or c ir c u m sta n c e s  fro m  w h ic h  th e  

l ik e lih o o d  o f  c iv il  or cr im in a l lia b il ity  in  r e sp e c t  o f  th e  
in fo r m a tio n  o u g h t r e a so n a b ly  to  h a v e  b e e n  k n o w n .

(2 )  A n  in term ed ia ry  or e -c o m m e r c e  s e r v ic e  p r o v id er  sh a ll n o t  b e  req u ired  
to  m o n ito r  an y  e le c tr o n ic  record  p r o c e s se d  b y  m e a n s  o f  h is  sy s te m  in  ord er to  
a scerta in  w h e th e r  its  p r o c e s s in g  w o u ld  (apart fro m  th is  s e c t io n )  c o n stitu te  or g iv e  
r ise  to  an o f fe n c e  or g iv e  r ise  to  c iv il  lia b ility .

(3 )  N o th in g  in  th is  se c t io n  sh a ll r e lie v e  an in term ed ia ry  or e -c o m m e r c e  
se r v ic e  p r o v id er  fro m —

(a) an y  o b lig a tio n  to  c o m p ly  w ith  an ord er or d ir e c tio n  o f  a cou rt or  
o th er  c o m p e te n t  au th ority ; or

(b) an y  con tractu a l o b lig a tio n .

P r o c e d u r e  f o r  d e a l in g  w i t h  u n la w f u l ,  d e fa m a t o r y  e tc . in f o r m a t io n
3 1 . (1 )  I f  an in term ed ia ry  or e -c o m m e r c e  se r v ic e  p r o v id er  h a s  actu al 

k n o w le d g e  th at th e  in fo r m a tio n  in  an e le c tr o n ic  reco rd  g iv e s  r ise  to  c iv il  or  
cr im in a l lia b ility , as s o o n  as p ra c tica b le  th e  in term ed ia ry  or e -c o m m e r c e  se r v ic e  
p r o v id er  sh a ll—

(a) r e m o v e  th e  in fo r m a tio n  fro m  an y  in fo r m a tio n  p r o c e s s in g  sy s te m  
w ith in  th e  in te r m e d ia r y ’s or e -c o m m e r c e  se r v ic e  p r o v id e r ’s con tro l 
and  c e a s e  to  p r o v id e  or o ffe r  to  p r o v id e  s e r v ic e s  in  r e sp e c t  o f  that 
in fo r m a tio n ; and

(b) n o t ify  th e  M in is te r  or ap p rop ria te  la w  e n fo r c e m e n t au th ority  o f  th e  
r e le v a n t fa c ts  and  o f  th e  id e n tity  o f  th e  p e r so n  fo r  w h o m  th e  
in term ed ia ry  or e -c o m m e r c e  se r v ic e  p r o v id er  w a s  su p p ly in g  
s e r v ic e s  in  r e sp e c t  o f  th e  in fo rm a tio n , i f  th e  id e n tity  o f  th at p erso n  
is  k n o w n  to  th e  in term ed ia ry  or e -c o m m e r c e  se r v ic e  p rov id er.



Mo n t s e r r a t  20 Electronic Transactions Act

(2 )  I f  an in term ed ia ry  or  e -c o m m e r c e  se r v ic e  p r o v id er  is  a w a re  o f  fa c ts  or  
c ir c u m sta n c e s  fro m  w h ic h  th e  l ik e lih o o d  o f  c iv il  or cr im in a l lia b il ity  in  r e sp e c t  o f  
th e  in fo r m a tio n  in  an e le c tr o n ic  reco rd  o u g h t r e a so n a b ly  to  h a v e  b e e n  k n o w n , as 
s o o n  as p ra c tica b le  th e  in term ed ia ry  or e -c o m m e r c e  se r v ic e  p r o v id er  sh a ll—

(a) f o l lo w  th e  r e lev a n t p ro ced u re  se t  o u t in  a c o d e  o f  c o n d u c t  a p p ro ved  
or standard  a p p o in ted  u n d er  se c t io n  3 5  i f  su ch  c o d e  or standard  
a p p lie s  to  th e  in term ed ia ry  e -c o m m e r c e  se r v ic e  p ro v id er ; or

(b) n o t ify  th e  M in ister .
(3 )  I f  th e  M in is te r  is  n o t if ie d  in  r e sp e c t  o f  an y  in fo r m a tio n  u n d er  

su b se c tio n  (2 ) , th e  M in is te r  m a y  d irect th e  in term ed ia ry  e -c o m m e r c e  se r v ic e  
p r o v id er  to —

(a) r e m o v e  th e  e le c tr o n ic  record  fro m  an y  in fo r m a tio n  p r o c e s s in g  
sy s te m  w ith in  th e  co n tro l o f  th e  in term ed ia ry  or e -c o m m e r c e  
se r v ic e  p rov id er;

(b) c e a s e  to  p r o v id e  s e r v ic e s  to  th e  p e rso n  to  w h o m  th e  in term ed ia ry  or  
e -c o m m e r c e  se r v ic e  p r o v id er  w a s  su p p ly in g  s e r v ic e s  in  r e sp e c t  o f  
th at e le c tr o n ic  reco rd ; or

(c )  c e a s e  to  p r o v id e  s e r v ic e s  in  r e sp e c t  o f  th at e le c tr o n ic  record .
(4 )  A n  in term ed ia ry  or e -c o m m e r c e  se r v ic e  p r o v id er  is  n o t  lia b le , w h e th e r  

in  con tract, tort, u n d er  sta tu te  or p u rsu an t to  an y  o th er  r igh t, to  an y  p erson , 
in c lu d in g  an y  p e rso n  o n  w h o s e  b e h a lf  th e  in term ed ia ry  or e - c o m m e r c e  se r v ic e  
p r o v id er  p r o v id e s  s e r v ic e s  in  r e sp e c t  o f  in fo r m a tio n  in  an e le c tr o n ic  reco rd , fo r  
an y  a c tio n  th e  in term ed ia ry  or e -c o m m e r c e  se r v ic e  p r o v id er  ta k e s  in  g o o d  fa ith  in  
e x e r c is e  o f  th e  p o w e r s  co n ferred  b y , or as d irec ted  b y , th e  M in is te r  u n d er  th is  
se c tio n .

P A R T  8

D A T A  P R O T E C T IO N

D a t a  p r o t e c t io n
3 2 . (1 )  T h e  G o v e r n o r  in  C o u n c il m a y  m a k e  r e g u la tio n s  p resc r ib in g  stan dard s  

fo r  th e  p r o c e s s in g  o f  p erso n a l data  w h e th e r  or n o t  th e  p erso n a l data  o r ig in a te s  
in s id e  M on tserra t.

(2 )  R e g u la t io n s  m a d e  u n d er  su b se c tio n  (1 )  m a y  p r o v id e  fo r—
(a) th e  p ro te c tio n  o f  p r iv acy ;
(b) th e  v o lu n ta r y  reg istra tio n  and  d e -re g is tr a tio n  to  th o s e  stan dard s b y  

data c o n tro ller s  and  data  p ro cesso rs;
(c) th e  e s ta b lish m e n t o f  a reg is te r  th at is  a v a ila b le  fo r  p u b lic  in sp e c tio n  

sh o w in g  p articu lars o f  data c o n tr o lle r s  and  data  p r o c e sso r s  w h o  
h a v e  reg is te r e d  or d e -r e g is te r e d  to  th o se  stan d ard s and  th e  d a tes  o f  
su ch  reg istra tio n  or d e -r e g is tr a tio n  and  th e  c o u n tr ie s  in  r e sp e c t  o f  
w h ic h  th e  reg istra tio n  or d e -reg istra tio n  a p p lies;

(d) th e  a p p lic a tio n  o f  th o se  stan dard s to  th e  co u n tr ie s  s p e c if ie d  in  th e  
reg u la tio n s;
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(e) d iffe r e n t stan dard s to  b e  a p p lied  in  r e sp e c t  o f  p erso n a l data  
o r ig in a tin g  fro m  d iffe r e n t co u n tr ies;

(f) su ch  m atters as m a y  b e  n e c e s sa r y  or c o n v e n ie n t  fo r  g iv in g  e f fe c t  to  
th is  P art or fo r  its  ad m in istra tio n .

(3 )  A  data c o n tr o lle r  or d ata  p r o c e sso r  w h o  v o lu n ta r ily  reg is te r s  to  a 
standard  p rescr ib ed  in  r e g u la tio n s  m a d e  u n d er  su b se c tio n  (1 )  and  w h o  fa ils  to  
c o m p ly  w ith  th a t stan d ard , as it  m a y  b e  a m e n d e d  fro m  t im e  to  t im e , in  r e sp e c t  o f  
an y  p erso n a l data  o r ig in a tin g  fro m  a co u n try  to  w h ic h  th e  standard  a p p lie s  that is  
c o l le c te d  b y  th e  data  co n tr o lle r  d u rin g  th e  p er io d  o f  r e g is tra tio n , in c lu d in g  an y  
t im e  a fter d e -re g is tr a tio n  is  g u ilty  o f  an o f fe n c e  and  is  l ia b le  o n  su m m ary  
c o n v ic t io n  to  a f in e  o f  $ 1 0 ,0 0 0 , or to  im p r iso n m e n t fo r  6  m o n th s, or to  b o th , and  
i f  th e  o f fe n c e  o f  w h ic h  h e  is  c o n v ic te d  is  co n tin u e d  a fter  c o n v ic t io n  h e  c o m m its  a 
furth er o f fe n c e  and  is  l ia b le  to  a f in e  o f  $ 5 ,0 0 0  fo r  e v e r y  d a y  o n  w h ic h  th e  o f fe n c e  
is  s o  c o n tin u ed .

P s e u d o n y m s
3 3 . (1 )  In fo rm a tio n  secu r ity  se r v ic e  p r o v id ers  m a y , at th e  req u est o f  a 

p articu lar  s ig n a tu re  d e v ic e  h o ld er , in d ic a te  in  th e  r e lev a n t c e r tif ic a te  a p se u d o n y m  
in s te a d  o f  th e  s ig n a tu re  d e v ic e  h o ld er 's  n am e.

(2 )  W h e r e  a p se u d o n y m  is  in d ic a te d  in  a cc o r d a n c e  w ith  su b se c tio n  (1 ) , th e  
in fo r m a tio n  secu r ity  s e r v ic e  p r o v id er  sh a ll, w h e r e  n e c e ssa r y  fo r  th e  in v e s t ig a t io n  
b y  th e  p o l ic e  o f  an o f fe n c e  in v o lv in g  th e  u s e  o f  e le c tr o n ic  s ig n a tu res, or w h e r e  
o th e r w ise  req u ired  b y  la w  to  d o  so , tran sfer  to  a p o l ic e  o f f ic e r  a ll p erso n a l data  
r e la tin g  to  th e  s ig n a tu re  d e v ic e  h o ld e r  th a t is  in  h is  p o s s e s s io n .

(3 )  W h e r e  p erso n a l data  is  tran sferred  p u rsu an t to  su b se c tio n  (2 ) , th e  
in fo r m a tio n  secu r ity  se r v ic e  p r o v id er  sh a ll m a k e  a record  o f  th e  transfer.

(4 )  T h e  G o v ern o r  in  C o u n c il m a y  b y  re g u la tio n  p rescr ib e  in fo r m a tio n  that 
is  to  b e  p r o v id e d  in  a d d it io n  to  th e  p erso n a l data  th at is  to  b e  tran sferred  u n d er  
su b se c tio n  (2 ).

P A R T  9

M iscellaneous

C o n s u m e r  P r o t e c t io n
3 4 . (1 )  A  p erso n  u s in g  e le c tr o n ic  c o m m u n ic a tio n s  to  s e ll g o o d s  or s e r v ic e s  to  

c o n su m e r s  sh a ll p r o v id e  accu ra te , c lea r  and  a c c e s s ib le  in fo rm a tio n  ab o u t  
th e m s e lv e s , s u ff ic ie n t  to  a l lo w —

(a) th e  le g a l n a m e  o f  th e  p erso n , its  p r in c ip a l g e o g r a p h ic  ad d ress, and  
an e le c tr o n ic  m e a n s  o f  c o n ta c t  or te le p h o n e  n u m ber;

(b) p rom p t, e a s y  and  e f f e c t iv e  c o n su m e r  c o m m u n ic a tio n  w ith  th e  
se ller;

(c) s e r v ic e  o f  le g a l p r o cess .
(2 )  A  p e rso n  w h o  u s e s  e le c tr o n ic  c o m m u n ic a tio n s  to  s e ll g o o d s  or se r v ic e s  

to  c o n su m e r s  sh a ll p r o v id e  a ccu ra te  and  a c c e s s ib le  in fo r m a tio n  d e sc r ib in g  th e  
g o o d s  or s e r v ic e s  o ffe r e d , su ff ic ie n t  to  e n a b le  c o n su m e r s  to  m a k e  an in fo r m e d
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d e c is io n  a b o u t th e  p r o p o se d  tra n sa c tio n  and  to  m a in ta in  an  a d eq u ate  reco rd  o f  th e  
in fo rm a tio n .

(3 )  A  p erso n  u s in g  e le c tr o n ic  c o m m u n ic a tio n s  to  s e ll g o o d s  or s e r v ic e s  to  
c o n su m e r s  sh a ll p r o v id e  in fo r m a tio n  a b o u t th e  te r m s, c o n d it io n s  an d  c o s ts  
a sso c ia te d  w ith  a tran sa ctio n , an d  n o ta b ly —

(a) term s, c o n d it io n s  and  m e th o d s  o f  p ay m en t; and
(b) d e ta ils  o f  and  c o n d it io n s  re la ted  to  w ith d ra w a l, term in a tio n , return, 

e x c h a n g e , c a n c e lla t io n  and  re fu n d  p o l ic y  in fo rm a tio n .

C o d e  o f  p r a c t ic e
3 5 . (1 )  T h e  G o v e r n o r  in  C o u n c il m a y  b y  r e g u la tio n s  e s ta b lish  stan dard s or  

c o n d u c t req u irem en ts  w ith  w h ic h  in term ed ia r ie s  or e -c o m m e r c e  se r v ic e  p ro v id ers  
carry in g  o n  b u s in e s s  in  or  fro m  w ith in  M o n tserra t m u st  c o m p ly .

(2 )  A  standard  e s ta b lish e d  b y  r e g u la tio n s  m a d e  u n d er  su b se c tio n  (1 )  m a y  
re la te  to  o n e  or  m o re  o f  th e  f o l lo w in g  m atters—

(a) th e  ty p e s  o f  s e r v ic e s  th at are p erm itted  to  b e  p r o v id e d  b y  
in term ed iar ies;

(b) th e  ty p e s  o f  c u sto m e r s  to  w h o m  s e r v ic e s  m a y  b e  p r o v id e d  b y  
in term ed iar ies;

(c) th e  ty p e s  o f  in fo r m a tio n  p erm itted  to  b e  c o n ta in e d  in  an e le c tr o n ic  
record  fo r  w h ic h  se r v ic e s  are p ro v id e d  b y  in term ed iar ies;

(d) th e  con tractu a l a p p lic a tio n  o f  r e le v a n t c o d e s  o f  c o n d u c t  or standards  
to  c u sto m e r s  o f  in term ed ia r ie s  and  e -c o m m e r c e  se r v ic e  p rov id ers;

(e) th e  in fo r m a tio n  to  b e  d is c lo s e d  b y  in ter m e d ia r ie s  and  e -c o m m e r c e  
se r v ic e  p ro v id ers  in c lu d in g  th e  n a m e , ad d ress , e -m a il ad d ress  and  
co n ta c t  and  reg istra tio n  d eta ils;

(f) th e  a c t io n s  to  b e  ta k en  in  th e  e v e n t  o f  c u sto m e r s  o f  in term ed ia r ie s  
or e -c o m m e r c e  se r v ic e  p ro v id ers  se n d in g  b u lk , u n so lic ite d  
e le c tr o n ic  records;

(g) th e  p ractica l a p p lic a tio n  o f  th e  r e lev a n t la w s  o f  M o n tserra t to  
in term ed ia r ie s  and  e -c o m m e r c e  se r v ic e  p rov id ers;

(h) p ro ced u res  fo r  d e a lin g  w ith  c o m p la in ts;
(i) p ro ced u res  fo r  d isp u te  r e so lu tio n , in c lu d in g  d isp u te  r e so lu tio n  b y  

e le c tr o n ic  m ean s;
(j) su ch  o th er  m atters as th e  G o v e r n o r  in  C o u n c il m a y  req u ire.

(3 )  R e g u la t io n s  m a d e  u n d er  su b se c tio n  (1 )  sh a ll p r o v id e —
(a) th at an in term ed ia ry  or e -c o m m e r c e  se r v ic e  p r o v id e r  w h o  fa ils  to  

c o m p ly  w ith  a standard  p rescr ib ed  in  th e  r e g u la tio n s  sh a ll in  th e  
f ir st  in s ta n c e  b e  g iv e n  a w r itten  w a r n in g  b y  th e  M in ister ;

(b) th at th e  M in is te r  m a y  d irect th at p e r so n  to  c e a s e  or co rrect h is  
p ractices; and

(c) th at i f  th at p e rso n  fa ils  to  d o  so  w ith in  su ch  p er io d  as m a y  b e  sta ted  
in  th e  d irec tio n , h e  c o m m its  an o f fe n c e  and  sh a ll b e  l ia b le  to  su ch  
p e n a lt ie s  as m a y  b e  p rescr ib ed .
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(4 )  I f  th e  M in is te r  is  sa t is f ie d  th at a p erso n , b o d y  or o rg a n isa tio n  rep resen ts  
in term ed ia r ie s  or e -c o m m e r c e  se r v ic e  p r o v id ers  ca rr y in g  o n  b u s in e s s  in  
M o n tserra t, th e  M in is te r  m a y , b y  n o t ic e  g iv e n  to  th e  p erso n , b o d y  or o r g a n isa tio n ,  
req u est th a t p erso n , b o d y  or o rg a n isa tio n  to —

(a) d e v e lo p  stan dard s or c o n d u c t  req u irem en ts  th at a p p ly  to  
in term ed ia r ie s  or e -c o m m e r c e  se r v ic e  p r o v id ers  and  th at d ea l w ith  
o n e  or m o re  s p e c if ie d  m atters r e la tin g  to  th e  p r o v is io n  o f  se r v ic e s  
b y  th o s e  in ter m e d ia r ie s  or e -c o m m e r c e  se r v ic e  p ro v id ers; and

(b) p r o v id e  d e ta ils  r e la tin g  to  th o s e  stan dard s or c o n d u c t req u irem en ts  
to  th e  M in is te r  w ith in  su ch  t im e  as m a y  b e  s p e c if ie d  in  th e  req u est.

(5 )  I f  th e  M in is te r  is  sa t is f ie d  w ith  th e  stan dard s and  c o n d u c t req u irem en ts  
p r o v id e d  u n d er  su b se c tio n  (4 ) , h e  sh a ll a p p ro v e  su ch  stan dard s and  c o n d u c t  
req u irem en ts  b y  n o t ic e  p u b lish e d  in  th e  G azette  an d  th ereu p o n  su ch  stan d ard s and  
c o n d u c t req u irem en ts  sh a ll a p p ly  to  su ch  in term ed ia r ie s  or e -c o m m e r c e  se r v ic e  
p ro v id ers  as m a y  b e  s p e c if ie d  in  th e  n o tic e .

(6 )  I f  th e  M in is te r  h a s a p p ro v ed  an y  standard  or c o n d u c t  req u irem en t that  
a p p lie s  to  in term ed ia r ie s  or e -c o m m e r c e  se r v ic e  p ro v id ers , and

(a) h e  r e c e iv e s  n o t ic e  fro m  a p erso n , b o d y  or o r g a n isa tio n  rep resen tin g  
in term ed ia r ie s  or e -c o m m e r c e  se r v ic e  p ro v id ers  or p r o p o sa ls  to  
a m en d  th e  stan dard  or c o n d u c t  req u irem en t; or

(b) h e  n o  lo n g e r  c o n s id e r s  th a t th e  standard  or c o n d u c t  req u irem en t is  
ap p ropriate,

h e  m a y  b y  n o t ic e  p u b lish e d  in  th e  G a z e tte , r e v o k e  or a m en d  an y  e x is t in g  
standard  or c o n d u c t  req u irem en t.

(7 )  R e fe r e n c e s  in  th is  s e c t io n  to  in term ed ia r ie s  and  e -c o m m e r c e  se r v ic e  
p ro v id ers  in c lu d e  r e fe r e n c e s  to  a p articu lar  c la s s  o f  in term ed ia r ie s  or to  a 
p articu lar  c la s s  o f  e -c o m m e r c e  se r v ic e  p rov id ers.

A p p o in t m e n t  o f  e - B u s in e s s  A d v is o r y  B o a r d
3 6 . (1 )  T h e  G o v e r n o r  in  C o u n c il sh a ll a p p o in t a B o a rd , to  b e  k n o w n  as th e  e  

B u s in e s s  A d v is o r y  B o a rd —
(2 )  T h e  B o a rd  sh a ll a d v ise  th e  M in is te r —

(a) o n  th e  d isc h a r g e  o f  th e  M in is te r ’s fu n c t io n s  u n d er  th is  A ct;
(b) o n  an y  m atter  c o n n e c te d  w ith  th e  fu n c t io n s  referred  to  in  p aragraph

(a) ;
(c) o n  an y  m atter  c o n n e c te d  w ith  th e  a d m in istra tio n  o f  th is  A ct; and
(d) o n  an y  m atter  referred  to  it  b y  th e  M in is te r  th at is  c o n n e c te d  or 

r e la te s  to  th e  m atters d e a lt  w ith  b y  th is  A ct.
(3 )  T h e  m e m b e r s  o f  th e  B o a rd  sh a ll h o ld  o f f ic e  at th e  p le a su r e  o f  th e  

G o v e r n o r  in  C o u n c il and  n o tw ith s ta n d in g  an y  o th er  e n a c tm e n t m a y  p r o v id e  th e ir  
a d v ic e  o n  a v o lu n ta r y  b a s is .

(4 )  T h e  B o a rd  sh a ll c o n s is t  o f  n o t  le s s  th an  se v e n , or m o re  th an  ten  p erso n s  
ap p ea r in g  to  th e  G o v e r n o r  in  C o u n c il to  b e  k n o w le d g e a b le  and  e x p e r ie n c e d  ab o u t  
e le c tr o n ic  b u s in e s s , th e  In tern et, E -C o m m e r c e , te c h n o lo g y  la w  or e le c tr o n ic  
tran saction s.
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(5 )  T h e  B o a rd  sh a ll, at th e ir  fir st m e e t in g , and  at th e  fir st m e e t in g  in  e v e r y  
ca len d a r  y e a r  th erea fter , a p p o in t o n e  o f  th e ir  m e m b e r s  to  b e  th e  C h a irm an  o f  th e  
B o a rd  u n til th e  d ate  o f  th e  fir st  m e e t in g  o f  th e  B o a rd  in  th e  f o l lo w in g  ca len d a r  
y e a r .

(6 )  T h e  B o a rd  sh a ll d e term in e  its  o w n  p roced u re .

O ff e n c e s  b y  b o d ie s  c o r p o r a t e
3 7 . (1 )  W h e r e  an o f fe n c e  u n d er  th is  A c t , w h ic h  h a s b e e n  c o m m itte d  b y  a b o d y  

corp o ra te , is  p r o v e d  to  h a v e  b e e n  c o m m itte d  w ith  th e  c o n se n t  or c o n n iv a n c e  o f, or 
to  b e  attr ib u tab le  to  an y  n e g le c t  o n  th e  part o f, an y  d irector , m an a ger , secretary  or  
oth er  s im ila r  o f f ic e r  o f  th e  b o d y  corp o ra te , or an y  p e rso n  w h o  w a s  p u rp o rtin g  to  
act in  an y  su ch  c a p a c ity , h e , as w e l l  as th e  b o d y  corp o ra te , sh a ll b e  g u ilty  o f  that  
o f fe n c e  and  b e  l ia b le  to  b e  p r o c e e d e d  a g a in st  and  p u n ish e d  a cc o r d in g ly .

(2 )  W h e r e  th e  a ffa irs  o f  a b o d y  corp o ra te  are m a n a g e d  b y  its  m em b ers , 
su b se c tio n  (1 )  sh a ll a p p ly  in  r e la tio n  to  th e  a c ts  and  d e fa u lts  o f  a m e m b e r  in  
c o n n e c t io n  w ith  h is  fu n c t io n s  o f  m a n a g e m e n t as i f  h e  w e r e  a d irec to r  o f  th e  b o d y  
corp orate .

R e g u la t io n s
3 8 . (1 )  W ith o u t  d e r o g a tin g  fro m  th e  p o w e r s  to  m a k e  r e g u la tio n s  co n ferred  

e ls e w h e r e  in  th is  A c t , th e  G o v e r n o r  in  C o u n c il m a y  m a k e  r e g u la tio n s—
(a) p resc r ib in g  m atters req u ired  or p erm itted  b y  th is  A c t  to  b e  

p rescr ib ed ;
(b) a u th o r is in g  or fa c il ita t in g —

(i)  th e  in v e s t ig a t io n  o f , or
( i i )  th e  b r in g in g  o f,
cr im in a l p r o c e e d in g s  in  r e sp e c t  o f  th e  p r o c e s s in g  o f  e le c tr o n ic  
reco rd s th at m a y  b e , or is , an o f fe n c e  u n d er  th is  or an y  o th er  A c t;

(c) p resc r ib in g  th e  rem u n era tio n  ( i f  a n y ) to  b e  p a id  to  m em b e r s  o f  th e  
e -B u s in e s s  A d v is o r y  B o a rd ;

(d) fo r  ca rry in g  th e  p u r p o se  and  p r o v is io n s  o f  th is  A c t  in to  e ffe c t .
(2 )  R e g u la t io n s  m a d e  u n d er  th is  A c t  m a y  p r o v id e  th a t th e  co n tr a v e n tio n  o f  

an y  p r o v is io n  c o n s t itu te s  an o f fe n c e  and  m a y  p rescr ib e  p e n a lt ie s  fo r  an y  su ch  
o f fe n c e  n o t  e x c e e d in g  th e  m a x im u m  f in e  and  term  o f  im p r iso n m e n t p rescr ib ed  in  
th is  A c t  fo r  an y  o f fe n c e  u n d er  th is  A ct.

P r o h ib i t io n  o n  k e y  e s c r o w  r e q u ir e m e n ts
3 9 . (1 )  N o th in g  in  th is  A c t  sh a ll c o n fe r  a p o w e r  o n  th e  G o v e r n o r  in  C o u n c il, or  

a M in is te r  or p u b lic  o f f ic e r —
(a) b y  c o n d it io n s  o f  an ap p ro va l u n d er  P art 6; or
(b) b y  an y  r e g u la tio n s  u n d er  th is  A ct;

to  im p o s e  a req u irem en t o n  an y  p erso n  to  d e p o s it  a k e y  fo r  e le c tr o n ic  reco rd s  w ith  
an o th er  p erson .
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(2 )  In th is  s e c t io n  “ k e y ” , in  re la tio n  to  e le c tr o n ic  reco rd s, m e a n s  an y  c o d e , 
p a ssw o r d , a lg o r ith m  or o th er  data, th e  u s e  o f  w h ic h  (w ith  or w ith o u t  o th er  
k e y s )—

(a) a l lo w s  a c c e s s  to  th e  e le c tr o n ic  record; or
(b) fa c il ita te s  th e  p u ttin g  o f  th e  e le c tr o n ic  record  in to  an in te ll ig ib le  

form ;
and  r e fe r e n c e s  in  th is  se c t io n  to  d e p o s it in g  a k e y  fo r  e le c tr o n ic  reco rd s  w ith  a 
p erso n  in c lu d e  r e fe r e n c e s  to  d o in g  a n y th in g  th at h a s th e  e f fe c t  o f  m a k in g  th e  k e y  
a v a ila b le  to  th at p erson .

E x c lu s io n s
4 0 . (1 )  T h is  A c t  sh a ll n o t  a p p ly  to  an y  ru le  o f  la w  req u ir in g  w r it in g  or  

sig n a tu res  fo r  th e  crea tio n , e x e c u t io n , v a r ia tio n  or r e v o c a t io n  o f  a w i l l  or o th er  
te sta m en ta ry  in stru m en t.

(2 )  T h e  G o v e r n o r  in  C o u n c il m a y  p r o v id e  b y  r e g u la tio n s  su b jec t to  
a ffir m a tiv e  r e so lu tio n  th at th is  A c t , or su ch  o f  it s  p r o v is io n s  as m a y  b e  sp e c if ie d  
in  th e  re g u la tio n s , sh a ll n o t  a p p ly  to  an y  c la s s  o f  tra n sa c tio n s , p er so n s , m atters or  
th in g s .

V a r ia t io n  b y  a g r e e m e n t
4 1 . T h e  p r o v is io n s  o f  Part 2 , so  far as th e y  re la te  to  a con tract or d eed , and  

P arts 3 , 4  and  5 (e x c e p t  s e c t io n s  18 and  2 0 (2 )  to  (6 ) )  m a y  b e  v a r ie d  or e x c lu d e d  
b y  a g reem en t.

C r o w n  to  b e  b o u n d
4 2 . (1 )  T h is  A c t  b in d s  th e  C ro w n .

(2 )  N o tw ith s ta n d in g  su b se c tio n  (1 ) , n o th in g  in  th is  A c t  o b l ig e s  an y  
G o v e r n m e n t D ep a rtm en t to  g en era te , sen d , r e c e iv e , sto re  or  o th e r w ise  p r o c e ss  an y  
record  b y  e le c tr o n ic  m e a n s , b u t e ith er  th e  M in is te r  m a y , b y  n o t ic e  p u b lish e d  in  
th e  G a ze tte , in d ic a te  th at a G o v e r n m e n t D ep a r tm e n t w i l l  r e c e iv e  and  p r o c e ss  
e le c tr o n ic  reco rd s r e la tin g  to  su ch  m atters as m a y  b e  s p e c if ie d  in  th e  n o t ic e .

(3 )  U n til a n o t ic e  u n d er  su b se c tio n  (2 )  sh a ll h a v e  b e e n  p u b lish e d , n o  p erso n  
d e a lin g  w ith  su ch  G o v e r n m e n t D ep a r tm e n t sh a ll b e  en titled , b y  m e a n s  o f  an  
e le c tr o n ic  record , to  sa t is fy  a req u irem en t to  p r o c e s s  a record .

S P E A K E R

P a sse d  th e  L e g is la t iv e  C o u n c il th is  2 4 th  d a y  o f  N o v e m b e r , 2 0 0 9 .

C L E R K  O F  C O U N C IL S





T H E  E L E C T R O N I C  T R A N S A C T I O N S  B I L L , 2 0 0 9

E X P L A N A T O R Y  M E M O R A N D U M

T h e  o b je c ts  o f  th is  B i l l  are -

(a) to  fa c il ita te  m o d ern  b u s in e s s  an d  c o m m e r c e  in  M on tserrat;
(b ) to  fa c il ita te  e le c tr o n ic  tra n sa c tio n s  o n  a te c h n o lo g y  n eutra l b a s is  b y  

m e a n s  o f  r e lia b le  e le c tr o n ic  records;
(c )  to  r e m o v e  u n c e r ta in tie s  in  r e la tio n  to  c o n d u c tin g  tra n sa c tio n s  

e le c tr o n ic a lly  w ith  r e sp e c t  to  th e  req u irem en ts  fo r  d o c u m e n ts  and  fo r  
sig n a tu res  to  b e  in  w ritin g ;

(d ) to  p r o m o te  p u b lic  c o n f id e n c e  in  th e  v a lid ity , in te g r ity  and  r e lia b ility  o f  
c o n d u c tin g  tra n sa c tio n s  e le c tr o n ic a lly ;  and

(e )  to  p r o m o te  th e  d e v e lo p m e n t  o f  th e  le g a l and  b u s in e s s  in frastru ctu re  
n e c e ssa r y  to  im p le m e n t  e le c tr o n ic  tra n sa c tio n s  se cu re ly .

T h e  B i l l  w i l l  p r o v id e  that tra n sa c tio n s  carried  o u t b y  e le c tr o n ic  m e a n s  are 
reg u la ted  in  a m a n n er  that -

(a) p erm its  and  e n c o u r a g e s  th e  g r o w th  o f  b u s in e s s  b y  e le c tr o n ic  m e a n s  
th ro u gh  th e  o p era tio n  o f  free  m ark et fo rces;

(b ) p r o m o te s  th e  g rea tes t  p o s s ib le  u s e  o f  in d u stry  se lf-r e g u la tio n ;
(c )  is  f le x ib le ;  and
(d ) is  t e c h n o lo g ic a lly  n eu tra l.

C la u se  3 p r o v id e s  th at th e  u s e  o f  e le c tr o n ic  c o m m u n ic a tio n  sh a ll n o t, b y  its e lf , 
in v a lid a te  a c o m m u n ic a tio n  or its  co n ten ts . T h is  c la r if ie s  th e  le g a l r e c o g n it io n  o f  
e le c tr o n ic  c o m m u n ic a tio n .

C la u se  4  p r o v id e s  th a t an y  d o c u m e n t, apart fro m  th o se  e x c e p te d  in  c la u se  1, 
w h ic h  can  b e  in  w r itin g , w i l l  b e  ju s t  as v a lid  i f  it  is  in  e le c tr o n ic  form .

C la u se  5 p r o v id e s  th at a d o c u m e n t th at is  req u ired  to  b e  d e liv e r e d  to  a p e r so n  w il l  
b e  v a lid ly  d e liv e r e d  i f  it  is  sen t  e le c tr o n ic a lly . T h e  fo rm a t o f  th e  e le c tr o n ic  record  
and  th e  m a n n er  o f  d e liv e r y  m u st  b e  a c c e p ta b le  to  b o th  p arties.

C la u se  6  se ts  o u t th e  c ir c u m sta n c e s  w h e r e  a d o c u m e n t th a t is  req u ired  to  b e  
p resen ted  or reta in ed  in  its  o r ig in a l form , or w h e r e  e v id e n c e  o f  th e  o r ig in a l form  
o f  a d o c u m e n t is  req u ired , th o s e  req u irem en ts  ca n  b e  sa t is f ie d  b y  an e le c tr o n ic  
v e r s io n  o f  th e  d o cu m en t.

C la u se  7  se ts  o u t th e  c o n d it io n s  to  b e  c o m p lie d  w ith  i f  a req u irem en t to  reta in  a 
d o c u m e n t is  to  b e  sa t is f ie d  b y  th e  r e ten tio n  o f  an e le c tr o n ic  v e r s io n .



C la u se  8 p r o v id e s  th at a req u irem en t to  m a k e  d o c u m e n ts  a v a ila b le  fo r  in sp e c t io n  
sh a ll b e  sa t is f ie d  i f  a p e r c e iv a b le  e le c tr o n ic  v e r s io n  is  p rod u ced .

C la u se  9  en su res  th at cou rts , tr ib u n a ls , etc . sh a ll n o t  b e  a b le  to  d e n y  a d m iss ib ili ty  
o f  d o c u m e n ts  s o le ly  o n  th e  g ro u n d s th at th e y  are p rese n te d  in  e v id e n c e  in  
e le c tr o n ic  form .

C la u se  10 m a k e s  p r o v is io n  fo r  w h e r e  m u lt ip le s  c o p ie s  are req u ired  b y  la w , and  
a llo w s  fo r  th e  u s e  o f  e le c tr o n ic  sea ls .

C la u se  11 e n a b le s  co n tra cts  to  b e  c o n c lu d e d  in  e le c tr o n ic  form .

C la u se  12 d e a ls  w ith  th e  a ttr ib u tion  o f  e le c tr o n ic  m e ssa g e s .

C la u se  13 d e a ls  w ith  th e  s itu a tio n  w h e r e  th ere  is  a c h a n g e  or error in  th e  
tr a n sm iss io n  o f  an e le c tr o n ic  record .

C la u se  14 m a k e s  p r o v is io n  to  g o v e r n  th e  v a lid ity  o f  a c k n o w le d g e m e n ts  o f  
e le c tr o n ic  m e s s a g e s  and  th e  c ir c u m sta n c e s  w h e r e  an e le c tr o n ic  m e s s a g e  m a y  b e  
p resu m ed  to  h a v e  b e e n  r e c e iv e d .

C la u se  15 se ts  o u t th e  p re su m p tio n s  to  b e  m a d e  a b o u t th e  t im e  and  p la c e  o f  
se n d in g  and  rec e ip t  o f  e le c tr o n ic  m e s s a g e s .

C la u se  16 en su res  that p r e fe r e n c e  is  n o t  g iv e n  to  an y  p articu lar  m e th o d  o f  
d ig ita lly  s ig n in g  an e le c tr o n ic  m e ssa g e .

C la u se  17 p r o v id e s  th at w h e r e  a d o c u m e n t h a s to  b e  s ig n e d , i f  th e  d o c u m e n t is  in  
e le c tr o n ic  fo rm  it  m a y  b e  d ig ita lly  s ig n e d . It th en  p r o v id e s  a n u m b er  o f  c o n d it io n s  
th at h a v e  to  b e  c o m p lie d  w ith  i f  th e  e le c tr o n ic  s ig n a tu re  is  to  b e  r e lia b le  fo r  th e  
p u r p o se s  o f  th e  A ct.

C la u se  18 e n a b le s  r e g u la tio n s  to  b e  m a d e  p r e sc r ib in g  m e th o d s  w h ic h  sa t is fy  th e  
req u irem en ts  o f  c la u se  17.

C la u se  19 p resc r ib e s  th e  le g a l c o n s e q u e n c e s  o f  a p e rso n  w h o  fa ils  to  v e r ify , in  
a cc o r d a n c e  w ith  th e  p ro ced u res  se t  ou t, an e le c tr o n ic  s ign a tu re.

C la u se  2 0  m a k e s  p r o v is io n  fo r  th e  c o n d it io n s  th at h a v e  to  b e  c o m p lie d  w ith  
b e fo r e  a fo r e ig n  e le c tr o n ic  s ig n a tu re , or th e  c e r t if ic a te  a tta ch ed  th ereto , sh a ll b e  
r e c o g n ise d .

C la u se  21  p r o v id e s  th at w h e r e  in fo r m a tio n  or a sig n a tu re , d o c u m e n t or reco rd  is  
req u ired  b y  a sta tu tory  p r o v is io n  or ru le  o f  la w , th e  e le c tr o n ic  s ig n a tu re  o f  th e  
p erso n  a u th o r ised  to  p erfo rm  th o s e  ac ts , to g e th e r  w ith  a ll o th er  in fo r m a tio n



req u ired  to  b e  in c lu d e d  b y  o th er  a p p lic a b le  la w , is  a tta ch ed  to  or lo g ic a lly  
a sso c ia te d  w ith  th e  e le c tr o n ic  s ign a tu re , e le c tr o n ic  d o c u m e n t or e le c tr o n ic  record .

C la u se  2 2  crea tes  an o b lig a tio n  fo r  th e  k e e p in g  o f  a reg is te r  o f  a p p ro v ed  
p rov id ers.

C la u se  2 3  p r o v id e s  that th e  G o v e r n o r  in  C o u n c il m a y  b y  r e g u la tio n s  grant 
a p p ro v a ls  to  p e r so n s  w h o  are p r o v id in g  in fo r m a tio n  secu r ity  s e r v ic e s  in  
M on tserra t.

C la u se  2 4  P r o v id e s  th at se c t io n  5 o f  th e  C o n fid e n tia l In fo rm a tio n  A c t  sh a ll n o t  
a p p ly  to  an y  d isc lo su r e  o f  in fo r m a tio n  w h ic h  is  m a d e  in  c o n n e c t io n  w ith  th e  
in v e s t ig a t io n  o f  a cr im in a l o f fe n c e  and  fo r  th e  p u r p o se s  o f  an y  c iv il  p r o c e e d in g s  
w h ic h  re la te  to  th e  p r o v is io n  o f  in fo rm a tio n  secu r ity  s e r v ic e s ,

C la u se  2 5  d e f in e s  th e  p r o v is io n  o f  in fo r m a tio n  secu r ity  se r v ic e s .

C la u se  2 6  se ts  o u t sev era l p r o v is io n s  re la tin g  to  th e  c o n d u c t  o f  th e  in fo rm a tio n  
secu r ity  se r v ic e  p rov id er . A n  in fo r m a tio n  secu r ity  se r v ic e  p r o v id er  m u st act in  
a cc o r d a n c e  w ith  th e  rep resen ta tio n s  it  m a k e s  w ith  r e sp e c t  to  its  p o l ic ie s  and  
p ractices; e x e r c is e  r e a so n a b le  care  to  en su re  th e  a c cu ra cy  and  c o m p le te n e s s  o f  all 
m ateria l rep resen ta tio n s  m a d e  b y  it  , p r o v id e  rea so n a b ly  a c c e s s ib le  m e a n s  w h ic h  
e n a b le  a p e r so n  w h o  r e lie s  o n  th e  c e r tif ic a te  to  a scerta in , w h e r e  re lev a n t, fro m  th e  
c e r tif ic a te  or o th e r w ise , p r o v id e  a m e a n s  fo r  a s ig n a tu re  d e v ic e  h o ld e r  to  g iv e  
n o t ic e  th at a s ig n a tu re  d e v ic e  h a s b e e n  c o m p r o m ise d  and  en su re  th e  a v a ila b ility  o f  
a t im e ly  r e v o c a t io n  serv ice ; and  u t i l is e  tru stw o rth y  sy s te m s , p ro ced u res  and  
h u m an  r e so u r c e s  in  p e r fo r m in g  its  s e r v ic e s . A n  in fo r m a tio n  secu r ity  se r v ic e  
p r o v id er  sh a ll b e  l ia b le  fo r  its  fa ilu re  to  sa t is fy  th e se  req u irem en ts .

C la u se  2 7  p r o v id e s  th at th e  G o v ern o r  in  C o u n c il m a y  m a k e  r e g u la tio n s  reg a rd in g  
th e  cr iter ia  fo r  d e te r m in in g  tr u stw o rth in ess , o f  th e  p ro ced u res  and  h u m an  
r e so u r c e s  o f  in fo r m a tio n  secu r ity  se r v ic e  p r o v id er  in  p er fo r m in g  th e ir  s e r v ic e s

C la u se  2 8  s p e c if ie s  th at th e  G o v e r n o r  in  C o u n c il m a y  m a k e  reg u la tio n s  
p resc r ib in g  th e  m atters that sh a ll b e  s p e c if ie d  in  a cer tifica te .

C la u se  2 9  se ts  o u t th e  d u tie s  ad r e sp o n s ib il it ie s  o f  a s ig n a tu re  d e v ic e  h o ld e r  in  
term s o f  con d u ct.

C la u se s  3 0  and  31 se t o u t m atters th at l im it  th e  lia b il ity  o f  in ter m e d ia r ie s  and  
se r v ic e  p ro v id ers  as d e fin e d  in  th e  B ill .

C la u se  3 2  g iv e s  th e  G o v ern o r  in  C o u n c il th e  p o w e r  to  m a k e  r e g u la tio n s  
p resc r ib in g  stan d ard s fo r  th e  p r o c e s s in g  o f  p erso n a l data  w h e th e r  or n o t  th e  
p erso n a l d ata  o r ig in a te s  in s id e  M on tserra t.



C la u se  33  p r o v id e s  th at in fo rm a tio n  secu r ity  se r v ic e  p ro v id ers  m a y , at th e  req u est  
o f  a p articu lar  s ig n a tu re  d e v ic e  h o ld er , in d ic a te  in  th e  re le v a n t c e r tif ic a te  a 
p se u d o n y m  in ste a d  o f  th e  s ig n a tu re  d e v ic e  h o ld er 's  n am e.

C la u se  3 4  m a k e s  b a s ic  p r o v is io n s  fo r  c o n su m e r  p r o te c tio n  fo r  o n lin e  tra n sa ctio n s. 
T h e  p r o v is io n s  are ad ap ted  fro m  th e  O E C D  G u id e lin e s  fo r  C o n su m e r  P r o te c tio n  
in  th e  c o n te x t  o f  E le c tr o n ic  C o m m e r c e .

C la u se  3 5  e n a b le s  th e  p rescr ip tio n  o f  a C o d e  o f  P r a c tic e  to  p r o v id e  stan d ard s and  
oth er  req u irem en ts  th a t h a v e  to  b e  c o m p lie d  b y  in ter m e d ia r ie s  and  se r v ic e  
p rov id ers.

C la u se  3 6  req u ires  th e  a p p o in tm e n t o f  an e -B u s in e s s  A d v is o r y  B oard .

C la u se  3 7  d e fin e s  th e  situ a tio n , w h ic h  a r ise s  w h e n  an o f fe n c e  is  c o m m itte d  b y  a 
b o d y  corp orate .

C la u se  3 8  is  a g en era l p o w e r  to  m a k e  reg u la tio n s .

C la u se  3 9  P ro h ib its  th e  G o v ern o r  in  C o u n c il, or a M in is te r  or o f f ic ia l  m em b e r  
fro m  im p o s in g  a req u irem en t o n  an y  p erso n  to  d e p o s it  a k e y  fo r  e le c tr o n ic  reco rd s  
w ith  a n o th er  p erson .

C la u se  4 0  p r o v id e s  th at th e  b ill  w h e n  p a sse d  sh a ll n o t  a p p ly  to  an y  ru le  o f  la w  
req u ir in g  w r it in g  or s ig n a tu res  fo r  th e  crea tio n , e x e c u t io n , v a r ia tio n  or re v o c a tio n  
o f  a w i l l  or o th er  te sta m en ta ry  in stru m en t.. T h is  c la u se  a lso  a l lo w s  th e  G o v e r n o r  
in  C o u n c il to  p r o v id e  b y  r e g u la tio n s  th at th e  A c t  sh a ll n o t  a p p ly  to  an y  c la s s  o f  
tra n sa c tio n s , p erso n s , m atters or th in g s .

C la u se  41  e n a b le s  p arties to  tr a n sa c tio n s  to  ag ree  th at certa in  s e c t io n s  sh a ll n o t  
a p p ly  or sh a ll a p p ly  w ith  a m en d m en ts .

C la u se  4 2  p r o v id e s  that th e  la w  sh a ll a p p ly  to  th e  C ro w n . It a lso  p r o v id e s  that, in  
r e sp e c t  o f  g o v e r n m e n t b u s in e s s , e le c tr o n ic  c o m m u n ic a tio n s  m a y  o n ly  b e  v a lid ly  
u se d  b y  th e  p u b lic  a fter  n o t ic e  to  th at e f fe c t  h a s b e e n  p u b lish ed .

A t t o r n e y  G e n e r a l


